ORACLE

Oracle Banking Digital
Experience

Installation Guide
Release 18.2.0.0.0

Part No. E97823-01

January 2018



Installation Guide

January 2018

Oracle Financial Services Software Limited
Oracle Park

Off Western Express Highway

Goregaon (East)

Mumbai, Maharashtra 400 063

India

Worldwide Inquiries:

Phone: +91 22 6718 3000

Fax:+91 22 6718 3001
www.oracle.com/financialservices/

Copyright © 2018, Oracle and/or its affiliates. All rights reserved.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their
respective owners.

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated software, any programs
installed on the hardware, and/or documentation, delivered to U.S. Government end users are “commercial computer
software” pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such,
use, duplication, disclosure, modification, and adaptation of the programs, including any operating system, integrated
software, any programs installed on the hardware, and/or documentation, shall be subject to license terms and license
restrictions applicable to the programs. No other rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management applications. It is not
developed or intended for use in any inherently dangerous applications, including applications that may create a risk of
personal injury. If you use this software or hardware in dangerous applications, then you shall be responsible to take all
appropriate failsafe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its affiliates
disclaim any liability for any damages caused by use of this software or hardware in dangerous applications.

This software and related documentation are provided under a license agreement containing restrictions on use and
disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or
allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit,
perform, publish or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation of
this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any
errors, please report them to us in writing.

This software or hardware and documentation may provide access to or information on content, products and services from
third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any kind
with respect to third-party content, products, and services. Oracle Corporation and its affiliates will not be responsible for
any loss, costs, or damages incurred due to your access to or use of third-party content, products, or services.

Installation Guide ii


http://www.oracle.com/financialservices/

© O N o o0~ wDdPR

e~ i e =
g s~ D PO

Table of Contents

o =] = Lo = PRSP OTPPPRR 4
[ gL d oo 1T Tox 410 Y o H PSP 6
= =0 LU LY =PRI 7
LB 2= 11 F= 10 ] o PRSPPI 9
Installation USING SHENT MOTE........cooiiiiiii et 22
INSTAIEN VEITICALION ...ttt e et e e e srb e e e s snbr e e e e snbaeeeenneeas 27
LS €= L= ST o =SSP 28
Configuring the Connector Credential STOre..........ooi i 35
POST INSTAIALION STEPS ..eeiiiiiiiiie ittt e ettt e e e it e e et e e e aabr e e e e annns 36
OBDX ProducCt VerifiCatION ...ttt e e e e e s e e e e e e e e e aanes 75
Configuration for OUD/IOAM ... 78
IVIUTET ENEIEY ettt e sttt e sttt e skttt e e e sttt e e eabb e e e s anbb e e e s nnnneee s 91
Multi-entity installation using SIleNt MOGE ........ccuuiiiiiiii e 100
OBDX ProducCt SECUTITY .ceeeeie e, 105
TrOUDIESNOOT OVEIVIEW ....eiiiiiiiiiiiiee ettt e e st e e e e e e s bbb e et e e e e e e e nbnbreeeeaeaeas 106

Installation Guide iii



Preface

1. Preface
1.1 Intended Audience

This document is intended for the following audience:
e  Customers

. Partners

1.2 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

1.3 Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

1.4  Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters cover following:
e Introduction

e  Prerequisites

e Installation

e Post Installation Steps

e  Product Verification

e  Multi-Entity Installation and configuration

1.5 Related Information Sources

For more information on Oracle Banking Digital Experience Release 18.2.0.0.0, refer to the
following documents:

e  Oracle Banking Digital Experience Licensing Guide

e Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual
e Oracle Banking Digital Experience OBP Base Setup and Configuration

e Oracle Banking Digital Experience OBP US LZN Setup and Configuration
e Oracle Banking Digital Experience OFSLL Setup Configuration

e  Oracle Banking Digital Experience Origination Social Media Integration

e Oracle Banking Digital Experience OHS User Interface Configuration

e Oracle Banking Digital Experience Chatbot Configuration
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e Oracle Banking Digital Experience Mobile Application Builder-Android
e Oracle Banking Digital Experience Mobile Application Builder-iOS

e  Oracle Banking Digital Experience Security Guide

e  Oracle Banking Digital Experience System Configuration

e User Manual Oracle Banking Digital Experience Core

e Oracle Banking Digital Experience File Upload Report Configuration
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Introduction

2. Introduction
2.1 Purpose of the Document

The purpose of the OBDX Installation Manual is to provide a step by step overview on the
installation process of the solution.

It includes:

Installation Guide

Reference to prerequisites software installation required for OBDX & OBDX installer

Setup of OBDX with Oracle’s own Core Banking and Origination Products along with Third-
party HOST system.

Running the installation in silent mode
Advanced Configurations (Post installation)
Installation Verification

Multi-Entity Installation and configuration

Home



Prerequisites

3. Prerequisites

OBDX pre-requisite software should be installed and available before proceeding.

For OBDX pre-requisite software setup refers document “Oracle Banking Digital Experience Installer Pre-
Requisite Setup Manual” mentioned in section 1.5 Related Information Sources.

Installer Pre-requisite verification

Post installation of OBDX Installer prerequisite software’s, verification can be done using below steps.

Note: Verification should be performed on Server where Oracle Weblogic is locally installed and by OS
user (which is owner for Oracle Weblogic home directory) for non-root steps. The same user will be used
to execute installer.

Oracle Instant client

Step 1: Login using root user.

Step 2 : Run below command to verify if Oracle Instant client is installed.

rpm —qa | grep oracle

Note: Above package verification command is specific to Oracle Linux and RHEL distributions only. For
other Linux distributions or OS please refer to OS specific package manager documentation.

Python:
Step 1: Execute python —V command

python -V

Note: Ensure Python 2.7.5 supported version is installed. Above command should reflect the same.

cXx Oracle & Urwid:

Step 1: Execute python command
python

Note: Ensure Python 2.7.5 version should be available in PATH variable. Above execution should be
done using Python 2.7.5.
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Prerequisites

Step 2: Import Urwid and check version

import urwid (Press Enter)

urwid.__version

If version is displayed, then Urwid is installed and available for use.

Note: Ensure Urwid 1.3.1 supported version is installed. Above command should reflect the same.

Step 3: Similarly import cx_Oracle and check version

import cx_Oracle (Press Enter)

cx_Oracle.version

If version is displayed, then cx_Oracle is installed and available for use.

Note: Ensure cx_Oracle 5.2.1 supported version is installed. Above command should reflect the same.

Home
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Installation

4. Installation

Pre-Installation

e Install all the prerequisite software and packages mentioned above

Steps of Installation

o Download and extract the installer zip file (Base — non localization version).

e Navigate to “<OBDX INSTALLER DIR>/core/config”

e  Open the “installer.properties” file to maintain key configurations for BASE ENTITY (OBDX_BU)

[ /scratch/obdxdevaps/jenkins/UBS_propertiesfinstaller.properties - obdxdevops@mum0bzt - Editor - WinSCP

= @D  |# & & = Encoding - [] Color- & | @

Installer Properties

All entries to be made immediately after the "=" and WITHOUT guotation marks. i.e. "' or ""

HH oM H HFF
HH oW H

Fadddd A AT R R T
# #
# Weblogic Details #
# #
SHEHHEHRHERHRHHERRH

#Middleware home path. Example /home/obdxuser/Oracle/Middleware/Oracle_Home - where you have sub-directories like wlserver,oracle_common etc.
MIDDLEWARE_HOME=/home/devops /Oracle/Middleware/Oracle_Home

#JAVA home path. Example /home/obdxuser/jdkl18 - where you have sub-directories like bin,jre,lib etc.
JAVA_HOME=/home/devops/jdkl8

#Path where 0BDX needs to be installed.
INSTALLATION_HOME=/home/devops/obdx

#Domain name. The domain will be created by the name specified.
WLS_DOMAIN_NAME=0BDX_INS_TEST

#Domain path. Example /home/obdxuser/domain.
WLS_DOMAIN_PATH=/home/devops/domain

#Domain user ID. The user id will be used to access the Weblogic Administrative console.
WLS_DOMAIN_ADMIN_USER=-weblogic

#Name of OBDX cluster.
WLS_CLUSTER_NAME=InstallerTest
<

IMPORTANT:

e  Enter the values right after the “="sign
e DO NOT change anything to the left of the “="

e DO NOT change any of the flag values or pre-filled values (such as WLS_JDBC_DIGX_NAME,
WLS_JDBC_DIGX_JNDI, Flag values etc) available in “Factory Shipped” section.

e  Ensure there is no blank space after “=" sign, except specific flavor specific configuration (for e.g.: If
user is about to install OBDX for UBS 14.0 host; then WLS _JMS_EXTSYSRECEIVER_PS and
WLS_JMS_EXTSYSSENDER_PS since used for Third-party host only).
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Only below parameters should be set in installer.properties file.

Installation

Component

Parameter

Description

Example

DB details
(for Weblogic
RCU and
OBDX
schema)

OBDX_DATABASE_HOSTNAME

Enter the hostname of the
database server which would
host the database schema for
OBDX and Weblogic RCU

0fss310759

OBDX_DATABASE_PORT

Enter the port number of the
database listener

1521

OBDX_DATABASE_SID

Enter the Oracle Service
Name for database instance

obdxdb.in.oracle.c
om

OBDX_DATABASE_SYS_USER

Enter the username with 'sys'
privileges

sys

POST_FIX

For OBDX schema name like
"OBDX_DEV" POST FIX is
'DEV'. SHOULD BE IN
UPPERCASE ONLY.

DEV

OBDX_DBA_DIRECTORY_NAME

Enter the directory name in
which you want the OBDX
schema tablespace datafile to
be created. Enter Logical
name (i.e.
DIRECTORY_NAME column)
from DBA_DIRECTORIES
table NOT the physical path.

OPATCH_LOG_D
IR

Component

Parameter

Description

Example

EHMS DB
details (to be
configured
only in-case of
FLAVOR as
UBS,FCORE&
OBPM)

EHMS_DATABASE_HOSTNAME

Enter the hostname for

EHMS database server

0fss310759

EHMS_DATABASE_PORT

Enter the port number of
EHMS database listener

1521

EHMS_SCHEMA_NAME

Enter the Complete OBDX-
EXT (B1A1)
HostInterfaceschema name
you want installer to create
as new schema.

SHOULD BE IN
UPPERCASE ONLY.

EHMS182SCHEMA

EHMS_DBA_DIRECTORY_NAM
E

Enter the directory name in
which you want the OBDX-
EXT (B1A1) schema
tablespace datafile to be
created. Enter Logical name

(.e.  DIRECTORY NAME

OPATCH_LOG_DIR

Installation Guide
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Installation

from
table

column)
DBA_DIRECTORIES
NOT the physical path.

FIIMEC NATANDACTE OCNC 11

-

Enter the username with 'sys'

Component Parameter Description Example
ENter the EAMS database | obdxehms.in.oracle.c
EHMS_DATABASE_SID Oragles¥fgogieMiddleware home | o

pnth Fyamplp
omerolakiRer RNt dedsS
EHMS—HOST—SCHEMA—NAM/é}OraHQ%Bﬁ@BWﬁ&%WBU have | MBRYE#SRIxuser/Or
sub-fi %%?”ES“%HWHM de for acle/Middleware/Or
L E_HOME .
EijRBLEARE_HO wiserve blaclE othifloN it agie_Home
Pathl _where JAV JDK) Is | /home/obdxuser/jdkl
JAVA_HOME nsiIE4e! the Branch code tor | §
tode for ERMS—HOME
EHMS_HB Path| vBrare@BDX is to be AT3
incfa_'lnrl Al conficquration-filac wall
Weblogic server MAE T ECARPE FCPIRG onhama
detailsg EHMS_FCORE_FCUBS_SQHE o 5; 95%5:5':3%@%%@&]6?@& FCRUBSHOST
MA_NAME (to be configured-cqniilaRier this directory. DO
for FCORE HOST only) NOT| KEEP
INSTALLATION_HOM | INSTALLATION_HOME AS
E MiddlewareHome. /home/obdxuser/obdx
Path where OBDX Weblogic
domain should be created. Users
can now enter custom path as per | /home/obdxuser/dom
WLS_DOMAIN_PATH their requirements. ains

Nam

WLS_CLUSTER_NAME

e of cluster; this cluster would

have one single managed server.

obdx_cluster

Installation Guide
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Installation

WLS_CLUSTER_NODE_HO
STNAME

Host name or IP address of
managed server participating in
the cluster. Currently only single
node is supported.

0fss310759

WLS_ADMIN_SERVER_PO
RT

Weblogic AdminServer port. It is
the port to access the
administrative console of the
Weblogic server. Generally port
7001 is used as the AdminServer
port. Custom port are supported.

7001

WLS_ADMIN_SERVER_SS
L_PORT

AdminServer SSL port. It is the
port used to securely access
(https) the administrative console
of the Weblogic server. Custom
port are supported, users need
to assign 7002; for custom port
manual change is required.

7002

WLS_NODE_PORT

Node Manager Port. It is the port
used by Node Manager to be
configured for OBDX domain.
Generally, 5556 is utilized as Node
Manager Port. Custom ports are
supported.

5556

WLS_MS_SERVER_NAME

Managed server name. This will be
the name of the managed server
created in the cluster followed by
indexes. eg- If this is set as 'clip’
managed servers would be
clipletc.

clip

WLS_MS_SERVER_PORT

Managed Server Port. Managed
server will utilize this port for
hosting OBDX components and
associated resources. Custom
ports are supported.

9001

WLS_DOMAIN_NAME

Enter Weblogic Domain name.

obdx_domainl

WLS_DOMAIN_ADMIN_US

Domain user ID. The user id will be
used to access the Weblogic

Installation Guide

ER Administrative console. weblogic

Set the paths for the persistence

stores of the FileUpload JMS
WLS_JMS_FILEUPLOAD_ | oy les. DO NOT KEEP path as
PS (to be configured | NSTALLATION_HOME or as
for all OBDX | sub directory inside | /scratch/obdx/
supported HOST) INSTALLATION_HOME. FileUpload
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Installation

Set the paths for the persistence
stores of the Audit IMS modules.
WLS_JMS__AUDIT_PS (to | po NOT KEEP path as
be configured for all | INSTALLATION_HOME or as
OBDX supported | sub directory inside
- HOST) INSTALLATION_HOME. /scratch/obdx/Audit
[N
0
; Set the paths for the persistence
) stores of the Reports JMS
WLS_JMS_REPORT_PS modules. DO NOT KEEP path as
A (to be configured for | INSTALLATION_HOME or as
all OBDX supported | sub directory inside /scratch/obdx/Repo
g HOST) INSTALLATION_HOME. rts
: Set the paths for the persistence
stores of the ExtSystemReceiver
WLS_JIMS_EXTSYSRECEIL | 315 modules. DO NOT KEEP
: VER?_PS . gto " %e path as INSTALLATION_HOME
configure or Third- | or as sub directory inside ;
0 party OBDX host only) | INSTALLATION_HOME. (/Seiramh/ obdx/Rece
m
Set the paths for the persistence
a stores of the ExtSystemSender
b WLS_JMS_EXTSYSSENDE | 3015 modules. DO NOT KEEP
0 ?-PS Sodbe configured | path as INSTALLATION_HOME
v or Third-party OBDX | or as sub directory inside
e host only) INSTALLATION_HOME. /esrcratCh/ obdx/Send
a STB schema name prefix. If schema
RCU pre-fix is 'OBDX' then 'OBDX_STB'
y OBDX_RCU_STB_PREFIX | would be the STB schema name. OBDX_STB
o Set username for OBDX application
t Admin user. USERNAME IS CASE
h SENSITIVE. In-case of OUD as
provider username should be the
e User ID mentioned during user
r creation steps mentioned in pre-
OBDXAuthentic requisite document (refer To create
aﬁ Admi User and mapping it to the Group
HLor Admin OBDX_ADMIN_USERNAME | section) superadmin
uoser details
p Enter the Email ID for OBDX | superadmin@oracle.c
e OBDX_ADMIN_EMAIL application admin user. om
r .
Enter the mobile number for OBDX
t OBDX_ADMIN_CONTACT_ application admin user. COUNTRY
y NO CODE IS MUST. +911234567890

values should not be modified

Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH variable

before proceeding.

Login with OS user which was used to perform OBDX pre-requisite software installation (or has

ownership on Oracle Weblogic home directory)

Installation Guide
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Ensure OBDX Installation home and filestore path maintained in installer.properties exists and user
running the installer has read-write permissions.

Installation Steps:

e  From your terminal navigate to <OBDX INSTALLER DIR>/

e Enter the following command

python runinstaller.py

Installation Guide 14
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Select the appropriate type of Installation

EP @obdwwls:/scratch/Installer/OBDX _Installer — O >

Oracle Banking Digital Experience

from the

CBDX Installation

w Ent

e  OBDX Installation: This option should be used for first-time installation or for first entity only. Existing
installation should not utilize this option unless performing “Reinstall” on already installed
environment.

¢ New Entity Creation: This option should be used for multi-entity installation only.

Post selection of installation type.

Select the appropriate host system for Installation

Installation Guide 15



Installation

‘@ @obdxwls:/scratch/workspace/Installer_Pipeline/new/0BDX_Installer — O *

Oracle Banking Digital Experience

Oracle FLEXCUBE Universal Banking

Oracle FLEXCUBE Universal Banking (OBDX with UBS)

Select the version of UBS HOST system from available options

‘@ @obdxwls:/scratch/workspace/Installer_Pipeline/new/OBDX_Installer — O *

Oracle Banking Digital Experience

Installation Guide 16
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Post UBS HOST version selection, Select Installation mode

‘@ @obdawls:/scratch/workspace/Installer_Pipeline/new/OBDX_|nstaller — O K

Oracle Banking Digital Experience

node from th

Hew Installation

Mode of Installation - New Installation

. New installation

In-case of a fresh installation of OBDX with appropriate host system for the first run on server.

Below screens would appear to taken end-user input

8P Bobdanlsscranchy
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Enter below passwords:

e  SYS privilege user password where OBDX schema would be created
e OBDX schema password

e OBDX STB schema password

¢  Weblogic console administrator user password

e  SYS privilege user password where UBS host schema exists

e  Existing UBS HOST schema password

e New OBDX EHMS schema password

e Password for OBDX application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))

Oracle Banking Platform (OBDX with OBP)

No additional input required. Screen is same as available in Third Party System.

Oracle Financial Services Lending and Leasing (OBDX with OFSLL)

No additional input required. Screen is same as available in Third Party System.
Third Party System (OBDX with THP)

Post Third Party System selection, enter the required credentials details

#P @obdswls:/scratch/OPSFE/upload — O X

Oracle Banking Digital Experience

Enter below passwords:
e  SYS privilege user password where OBDX schema would be created
e OBDX schema password
e OBDX STB schema password
e  Weblogic console administrator user password
OBDX application admin user password (In-case of OUD as provider, password should similar to

one used while user creation in OUD (or User Password field))

Installation Guide 18
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Oracle FLEXCUBE Core Banking (OBDX with FCORE)

Post Oracle FLEXCUBE Core Banking, enter the required credentials details

Po

Enter below passwords:

SYS privilege user password where OBDX schema would be created
OBDX schema password

OBDX STB schema password

Weblogic console administrator user password

SYS privilege user password where FCORE host schema exists
New OBDX EHMS schema password

Password for OBDX application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))

Installation Guide 19
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Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX with OBPM)

Post Oracle FLEXCUBE Universal Banking with Oracle Banking Payments, enter the required credentials
details

&P Dobdmnls/scratch/OPSFE/upload [=} x

Enter below passwords:

e  SYS privilege user password where OBDX schema would be created
e OBDX schema password

e OBDX STB schema password

e  Weblogic console administrator user password

e  SYS privilege user password where OBPM host schema exists

e  Existing OBPM HOST schema password

¢ New OBDX EHMS schema password

e Password for OBDX application administrative user (In-case of OUD as provider, password should
be similar to one used while user creation in OUD (or User Password field))

Mode of Installation - Reinstall

In-case of an existing OBDX installation that you want to overwrite OR in case of a previously failed
installation user can opt for this option.

Pre-requisites

e Weblogic domain processes should be down (i.e. AdminServer, NodeManager, Managed Servers,
Derby etc)

e No open session (user should not be logged-in) with OBDX database schema (and OBDX EHMS
schema in-case of OBDX UBS;OBPM and FCORE flavor) and RCU schema.
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Key pointers

e OBDX schema (and OBDX EHMS schema in-case of OBDX UBS flavor) and RCU schema would
be dropped and recreated (as per installer.properties). Tablespace would be re-used.

e  Weblogic domain (as per installer.properties) would be deleted and created again.

e Installation Home would be cleaned up (all files/ sub-directories would be deleted) and re-created
again.

Note: All input screens are similar to new installation option and as per the host system opted.

Installation Status

After selecting the mode and entering all required details, the status is displayed (as shown below) on the
terminal to indicate the progress of the installation.

When the installation completes, the below message is displayed

Home
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Installation using Silent Mode

5. Installation using Silent Mode

This chapter describes how to run the OBDX installer in silent mode.
What is silent-mode installation?

During installation in silent mode, the installation program reads the details for your configuration
parameters (flavor; mode; passwords etc) from the environment variables (same session in which
installer is executed) and installer.properties that you setbefore beginning the installation. The installation
program does not display any configuration options during the installation process.

Steps for Silent-Mode Installation
e Download and extract the installer zip file (Base — non localization version).
e Navigate to “<OBDX INSTALLER DIR>/core/config”

e  Open the “installer.properties” file to maintain key configurations for BASE ENTITY (OBDX_BU)
**Refer to page 9 to 14 (step 4) for filling up installer.properties.

° Set the environment variables , as shown below

Installation Guide 22



Installation using Silent Mode

Below parameters should be set as environment variables, depending on the Host system the installer
should be executed.

Host

Parameter

Description

Example

Environment
variables to
set for flavor:

FCORE

UBS
(14.0.0.0.0 and
12.4.0.0.0
release)
OBPM

FLAVOUR

Flavour for
installation

UBS for Oracle
FLEXCUBE
Universal Banking
14.0.0.0.0 (OBDX
with UBS)

UBS124 for Oracle
FLEXCUBE
Universal Banking
12.4.0.0.0 (OBDX
with UBS)

OBPM for Oracle
FLEXCUBE
Universal Banking
with Oracle Banking
Payments
14.0.0.0.0 (OBDX
with OBPM)

FCORE for Oracle
FLEXCUBE Core
Banking 11.7.0.0.0
(OBDX with
FCORE)

export FLAVOUR=UBS or
export FLAVOUR=UBS124 or
export FLAVOUR=0OBPM or
export FLAVOUR=FCORE

MODE

Mode of installation.

‘New’ in-case of a

fresh installation of
OBDX for the first

run on server

‘Clean’ in-case of
an existing OBDX
installation that you
want to overwrite
OR in case of a
previously failed
installation or re-

export MODE=New
or
export MODE=Clean

Installation Guide
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installation

DB_SYS_PASSWORD

Sys user password
of OBDX database
(Existing)

export
DB_SYS PASSWORD=0bdx18
2sys

SCHEMA_PASS

Password for new
schema on OBDX
database

export
SCHEMA_ PASS=o0bdx#182

STBPassword

Password for RCU
STB schema

export
STBPassword=obdx182#stb

DomainPassword

Password for
Weblogic
Administrator
console

export
DomainPassword=wlsadmn

EHMS_DATABASE_SY
S_PASS

Sys user password
of EHMS HOST
database (Existing)

export
EHMS DATABASE_SYS_PASS
=obdxehmssys

EHMS_HOST_SCHEM
A_NAME_PASS

** Only required for
UBS & OBPM Host.
Ignore this
parameter in-case of
FCORE Host

Password of
existing EHMS
HOST schema
(Existing)

export
EHMS_HOST_SCHEMA_NAME

_PASS =obdxehmshost

EHMS_SCHEMA_PASS

Password for new
OBDX EHMS
schema on EHMS
HOST database

export
EHMS_SCHEMA_PASS=obdx1
82ehms

DBAuthPassword

Password for new
OBDX Administrator
user of OBDX
application (In-case
of OUD as provider,
password should
similar to one used
while user creation
in OUD(or User
Password field))

export
DBAuthPassword=obdxadmn

Installation Guide

24
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Environment
variables to
set for flavor:

OBDX (Third-
party HOST)

OFSLL

OBP

FLAVOUR

Flavour for
installation

‘OBP’ for Oracle
Banking Platform
2.5.0.2.0 (OBDX
with OBP)*

“THP’ for Third
Party System 1.0
(OBDX with THP)

‘FLL’ for Oracle
Financial Services
Lending and
Leasing 14.4.0.0.0
(OBDX with OFSLL)

export FLAVOUR=0OBP or
export FLAVOUR=THP or
export FLAVOUR=FLL

Mode

Mode of installation.

‘New’ in-case of a

fresh installation of
OBDX for the first

run on server

‘Clean’ in-case of
an existing OBDX
installation that you
want to overwrite
OR in case of a
previously failed
installation or re-
installation

export MODE=New
or
export MODE=Clean

DB_SYS_PASSWORD

Sys user password
of OBDX database
(Existing)

export DB_SYS_PASSWORD=
obdx182sys

SCHEMA_PASS

Password for new
schema on OBDX
database

export
SCHEMA_PASS=obdx#182

STBPassword

Password for RCU
STB schema

export
STBPassword=obdx#stb

DomainPassword

Password for
Weblogic
Administrator

export
DomainPassword=wlsadmn
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Installation using Silent Mode

console

DBAuthPassword Password for new export
OBDX Administrator | DBAuthPassword=obdxadmn
user of OBDX

application (In-case
of OUD as provider,
password should
similar to one used
while user creation
in OUD(or User
Password field))

Run the runinstaller.py file with *--silent * argument along with ‘--base’ option

Installation Status

The status is displayed on the terminal to indicate the progress of the installation.

When the installation completes, the below message is displayed

Home
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Installer Verification

Installer Verification

Each execution creates a new directory as <DDMonthHHMM> under <OBDX INSTALLER
DIR>/ExeclInstances directory where installer execution logs as described below are stored.

Log Description

PATH

Summarized Installer Activity Log

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/obdx _installer.log

Summarized Database Logs

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/DB_installation.log

Detailed OBDX DB Logs per SQL
file

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/OBDX/*

Detailed EHMS schema Logs per
SQL file (specific to EHMS host
system only)

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/<EHMSHOST>/*

<EHMSHOST> - values such as OBP; FLL; FCORE; OBPM;
UBS; UBS124

RCU Logs

<OBDX INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/app/obdx_stb_rcu_1600.log

Weblogic Configuration Logs

<OBDX INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/app/obdx_wIs_post.log

Detailed OBDX policy seeding logs

<OBDX INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/db/Entitlement.log

<OBDX INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/db/Task.log

Note: Check for SEVERE keyword; If found refer to Troubleshot
section to re-run the policy

Policy seeding execution Log

<OBDX INSTALLER DIR>/ExeclInstances/<DDMonthHHMM>
/logs/db/seedPolicies.log

Note: Should be empty if no errors during policy execution. In-
case non-empty refer to Troubleshot section to re-run the policy

Check all the logs for any errors.
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7. Installer Scope
7.1 Flavour with FCR, OBP and OBPM is missing.

OBDX Installer currently covers below activities:
Flavor: Third Party system (OBDX with THP)

Installer Scope

New
Flavor Activity Detailed Activity List Installation Reinstall
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
OBDX DB Setup Grants \ \
Load DB object (DDL's
and DML's) \ \/
Compile Schema \ \
\ (drop and re-
RCU schema and create RCU
Create Domain \ schema’s)
Create and Configure
AdminServer, Machine,
Managed Server and
Cluster \ \
?SEX with Configure NodeManager | \
Configure JDBC \ V
Weblogic Setup and
Configuration Configure DB
Authenticator, JMS
servers, Persistent
stores and JMS Modules | v \
Application Deployment | v \/
JTA J J
Enable Production Mode | \
Start AdminServer and
NodeManager \ \
\ (Delete old
) . and copy new
OBDX Configuration Copy config files into from installer
OBDX Installation Home | zip)
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Flavor: Oracle FLEXCUBE Universal Banking ((OBDX with UBS)

Installer Scope

New
Flavor Activity Detailed Activity List Installation Reinstall
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
Grants \ \
OBDX DB Setup Load DB object (DDL's
and DML's) \ \/
Execute UBS HOST
specific scripts \ \
Compile Schema \ \
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
EHMS DB Setup | Grants \ \
OBDX with
UBS Load DB object (DDL's
(14.0.0.0.0 and DML'S) \/ \/
and
12.4.0.0.0 ;
both Compile Schema \ \
version) \ (drop and re-
RCU schema and create RCU
Create Domain \ schema’s)
Create and Configure
AdminServer, Machine,
Managed Server and
Cluster v N
; Configure
Weblogic Setup
and Configuration NodeManager v v
Configure JDBC \ \
Configure DB
Authenticator, JIMS
servers, Persistent
stores and JMS
Modules S \
Application Deployment | v \
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Installer Scope

New
Flavor Activity Detailed Activity List Installation Reinstall
JTA V V
Enable Production
Mode \ \
Start AdminServer and
NodeManager \ \
\ (Delete old
OBDX and copy new
Configuration Copy config files into from installer
OBDX Installation Home | zip)
Flavor: Oracle Banking Platform (OBDX with OBP)
New
Flavor Activity Detailed Activity List Installation Reinstall
Create Tablespace \/ NA
v (drop and re-
Create Schema and Role \/ create objects)
OBDX DB Grants y \
Setup
Load DB object (DDL's and
DML's) v S
Compile Schema \/ S
< (drop and re-
RCU schema and Create create RCU
Domain \ schema’s)
OBDX with
OBP Create and Configure
AdminServer, Machine,
Managed Server and Cluster S R
Configure NodeManager \/ S
Weblogic
Setup and Configure JDBC v v
Configuration
Configure DB Authenticator,
JMS servers, Persistent stores
and JMS Modules \/ S
Application Deployment \ \/
JTA V J
Enable Production Mode S S
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Installer Scope

New
Flavor Activity Detailed Activity List Installation Reinstall
Start AdminServer and
NodeManager \ S
v (Delete old
and copy new
OBDX Copy config files into OBDX from installer
Configuration Installation Home \ zip)
Flavor: Oracle Financial Services Lending and Leasing ( OBDX with OFSLL)
New
Flavor Activity Detailed Activity List Installation Reinstall
Create Tablespace \/ NA
< (drop and re-
Create Schema and Role \/ create objects)
Grants \/ \
OBDX DB
Setup Load DB object (DDL's and
DML's) \ S
Execute OFSLL HOST
specific scripts \ \
Compile Schema \/ S
< (drop and re-
RCU Schema and Create create RCU
Domain \ schema’s)
OBDX with
OFSLL Create and Configure
AdminServer, Machine,
Managed Server and Cluster S R
Configure NodeManager \/ S
Weblogic Configure JDBC \/ S
Setup and i .
Configuration Configure DB Aut.hentlcator,
JMS servers, Persistent stores
and JMS Modules \ \/
Application Deployment \ \/
JTA V J
Enable Production Mode \ \/
Start AdminServer and
NodeManager \/ S
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Installer Scope

New
Flavor Activity Detailed Activity List Installation Reinstall
V (Delete old
and copy new
OBDX Copy config files into OBDX from installer
Configuration Installation Home v zZip)
Flavor: Oracle FLEXCUBE Core Banking (OBDX with FCORE)
New
Flavor Activity Detailed Activity List Installation Reinstall
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
Grants \ \
OBDX DB Setup
Load DB object (DDL's
and DML's) \ \
Compile Schema \ \
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
EHMS DB Setup | Grants \ \
OBDX with
FCORE Load DB object (DDL's
and DML's) \ \/
Compile Schema \ \
< (drop and re-
RCU schema and create RCU
Create Domain \ schema’s)
Create and Configure
AdminServer, Machine,
Weblogic Setup '(\:Alig?egrEd Server and N N
and Configuration
Configure
NodeManager \ \
Configure JDBC \ x/
Configure DB v v
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Installer Scope

New
Flavor Activity Detailed Activity List Installation Reinstall

Authenticator, IMS

servers, Persistent

stores and JMS

Modules

Application Deployment | v \

JTA V V

Enable Production

Mode \ \

Start AdminServer and

NodeManager \ \

\ (Delete old

OBDX and copy new
Configuration Copy config files into from installer

OBDX Installation Home | v zip)

Flavor: Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX with OBPM)

New
Flavor Activity Detailed Activity List Installation Reinstall
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
Grants \ \
OBDX DB Setup Load DB object (DDL's
and DML's) \ \/
Execute OBPM HOST
specific scripts \ \
OBDX with
OBPM Compile Schema \ \
Create Tablespace \ NA
Create Schema and \ (drop and re-
Role \ create objects)
EHMS DB Setup | Grants \ \
Load DB object (DDL's
and DML's) \ \/
Compile Schema \ V
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Installer Scope

Installation Guide

New
Flavor Activity Detailed Activity List Installation Reinstall
\ (drop and re-

RCU schema and create RCU

Create Domain \ schema’s)

Create and Configure

AdminServer, Machine,

Managed Server and

Cluster \ \

Configure

NodeManager \ \

Configure JDBC \ \
et osee? | contaure

Authenticator, JMS

servers, Persistent

stores and JMS

Modules V V

Application Deployment | \

JTA V V

Enable Production

Mode \ \

Start AdminServer and

NodeManager \ \

\ (Delete old

OBDX and copy new
Configuration Copy config files into from installer

OBDX Installation Home | v zip)
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Configuring the Connector Credential Store

8. Configuring the Connector Credential Store

This step is required to setup the encryption key required for encryption of certain sensitive data within
the OBDX application.

For more information, refer the Oracle Banking Digital Experience Connector Credential Store
Guide.docx
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Post Installation Steps

9. Post Installation Steps

Once Installation is successful and no errors are observed, proceed with below set of steps.
Login Weblogic Admin console.

ORACLE WebLogic Server Administration Console 12¢ _

Change Center @ Home Log Out Preferences Record Help i Welcome, weblogic ‘ C
View changes and restarts Home
Click the Lock & Edit button to modify, 2dd or Home Page
delete items in this domain.
Lock & Edit Information and Resources
Release Configuration Helpful Teols General Information
= Configure applications = Commeon Administration Task Descriptions

Domain Structure = Configure GridLink for RAC Data Source = Read the documentation

tallerTest = Configure a Dynamic Cluster = Ask a question on My Oracle Support

-Domain Partitions = Recent Task Status

Set your console preferances

Oradle Enterprise Manager

Domain Configurations

H-Diagnostics Domain Resource Group Templates Interoperability
= Domain = Resource Group Templates « WTC Servers

¢ Jolt Connection Pools

Domain Partitions Resource Groups

= Domain Partitions * Resource Groups Diagnostics

= Partition Work Managers » Log Files
How doT... = Deployed Resources + Diagnostic Modules
« Search the configuration Environment » Deployments « Built-in Diagnostic Modules
» Use the Change Center * Servers + Diagnostic Images
+ Record WLST scripts s Clusters Services * Reguest Performance
»_Channa Caneals nrafarances = Server Templates + Messaging * Archives

In the left panel of the Console, Click on Deployments, A table in the right pane displays all deployed Enterprise
Applications and Application Modules.

ORACLE WebLogic Server Administration Console 12¢ -
Change Center @ Home Log Out Preferences Record Help Q Welcom
View changes and restarts Home

Click the £ack & Edit button to modify, add or Home Page

delete items in this domain,
Information and Resources

Lock & Edit
Release Configuralion Helpful Tools General Information
= Configure applications = Common Administration Task Descriptions
Domain Structure = Configure GridLink for RAC Data Source = Read the documentation
InstallerTest = Configure a Dynamic Cluster = Ask a question on My Oracle Support

Recent Task Status
= Set your console preferences

BH-Domain Partitions

—Deployments

Oracle Enterprise Manager

~“Security Realms
FInteroperability

Domain Configurations

m-m

I~ Diagnostics Domain Resource Group Templates Interoperability
+ Domain = Resource Group Templates s WTC Servers

= Jolt Connection Poo

Domain Partitions Resource Groups
« Domain Partitions = Resource Groups Diagnostics
» Partition Work Managers * Log Files
HowdoT... a8 Deployed Resources = Diagnostic Modules

« Search the configuration Environment = Deployments = Built-in Diagnostic M

o S

* Nizannstic Tmanes

In the table, locate the oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3) library to re-target and click on its
name.
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(9] ':Iorac\e.hijh\ps(l 1.1.1,0.1) Active Library AdminServer | Global 100
[ | dpyoracle.deonfig-infra(2.0,12.2.1) Active Library AdminServer | Global 100
[ | iyoracle.jrf.system.filter Active Library AdminServer | Global 100
(8] 'jorade.jsp‘nexr(lz.z.l,12‘2‘1) Active Library AdminServer | Global 100
[ | dpyoracle.pwdgen(2.0,12.2.1) Active Library AdminServer | Global 100
[ | wpyoradle.sdp.client(2.0,12.2.1.2.0) Active Library AdminServer | Global 100
o 'jorade.sdp.messaglng(z.n,l22.1.3.D} Active Library AdminServer | Global 100
[ | ipyoracle.webcenter.composer(2.0,12.2.1) Active Library Adminserver | Global 300
[ | wpyoracle.webcenter.skin(2.0,12.2.1) Active Library AdminServer | Global 300
() | @yoracle.wsm.console. core.view(1.0,12.2.1.3) Active Library Adminserver | Global 311
I [ | wpyoracle.wsm.idmrest.sharedlib(1.0,12.2.1.3) Active I Library AdminServer | Global 100
(] ':-Icrade.wsm.seedpuhc\es[Z.D,IZ‘2‘1.3) Active Library AdminServer | Global 100
[.] t-prailﬁn—adf(ll,ll.l.1.1.D] Active Library AdminServer | Global 100
[ | Wpyowasp-esapi(2.0,12.2.1) Active Library AdminServer | Global 100
(m] @ state-management-provider-memaory-rar Adive |9 0K ;sgg':;:e AdminServer | Global 100
[ | ipyum(11,12.2.1.3.0) Active Library AdminServer | Global 100
[RRN: rEwsm—pm New E\gﬁ{cpart‘\s:n obdx_dluster | Global 5

Click on Lock & Edit

[ Settings for oraclewsm.ic X

&« c |® mum00bzt:5001/console/console.portal?_nfpb=trued:_pagelabel=LibraryOverviewPage&libraryOverviewPortlethandle=com.bea.console.handles. AppDeploymentHandle%.
ORACLE WebLogic Server Administration Console 12¢ _
Change Center @ Home Log Out Preferences Record Help Q Welmme,weblngic‘ a

T s Home >Summary of Environment >Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Click the Lock & £ button to madify, add or Settings for oracle.wsm.idmrest.sharedlib{1.0,12.2.1.3)
AT T
Overview Targets = Notes
Lock & Edit
Teease Com iguration Click the Lock & Ediit button in the Change Center to modify the settings on this page.

Save
Domain Structure

InstallerTest

% -Domain Partitions Use this page to view and edit general configuration information about this Java EE library, such as its name, path to the source of the application, and staging mod
3 Deployment Order field to change the order that the library is deployed at server startup, relative to other deployments.

-Deployments

T"'SGMIES Name: oracle.wsm.idmrest.sharedlib The name of this Java EE library. More Info...

~Security Realms

H-Interoperability Scope: Global Specifies if this library is accessible within the dom;

B-Diagnostics resource group template. More Info...
Specification 1.0 The specification version, specified from the manift
Version: deployment. More Info...
Implementation 12.2.1.3 The implementation version, specified from the ma
Version: during deployment. More Info...

Click on Targets Tab
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[ Settings for oraclewsm.ic X

i c ‘ @ mum00bzt:5001/console/console.portal?_nfpb=true&_pagelabel=LibraryOverviewPage&LibraryQverviewPortlethandle

com.bea.console.handles.AppDeploymentHandly

ORACLE WebLogic Server Administration Console 12¢ _

Change Center @ Home Log Out Preferences [2] Record Help Q Welcome, weblo
View changes and s Home >Summary of Environment >Summary of D >oracle. idmrest. 1.0,12.2.1.3)
Mo pending changes exist. Click the Release Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Configuration button to allow others to edit the
domain, Overview | Targets § MNotes
Lock & Edit —
Save Tab
Release C
— Use this page to view and edit general configurztion information about this Java EE library, such as its name, path to the source of the application, and stagir
Domain Structure Deployment Order field to change the order that the library is deployed at server startup, relative to other deployments.
InstallerTest
F-Domain Partitions
4 Environment Name: oracle.wsm.idmrest.sharedlib The name of this Java EE library. More Infy
—Deployments ) ) )
Br-services Scope: Global Specifies if this library is accessible within th
resource group template. Mare Info.
~Security Realms
+Interoperability _
- Specification 1.0 The specification version, specified from the
Diagnostics Version: deployment. More Info...
Implementation 12.21.3 The implementation version, specified from
Version: during deployment. Maore Info...
Path: / home/ devops/ Oracle/ Middleware/ Oracle_Home/ oracle_common/ modules/ oracle. The path to the source of the deployable un
<
b 100 20dey 10 1782 » 9Afax

In the Servers box, select Cluster if it is not already selected and click Save.

[M Settings for craclewsm.ic X

< (6] |® mum00bzt:5001/console/console.portal?_nfpb=trued_pagelabel=LibraryTargetsPagefthandle=com.bea.console.handles AppDeploymentHandle%28"com.bea%3 AN
ORACLE WebLogic Server Administration Console 12¢ _
Change Center @ Home Log Out Preferences Record Help Q Welcome, w
View changes and i Home >Summary of Environment >Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
No pending changes exist. Click the Release Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)
Configuration button to allow others to edit the
domain, Overview  Targets | Notes

Lock & Edit

Save

Release Configuration

N Use this page to select the WebLogic Server instances and clusters to which you want to deploy (target) the Java EE library.
Domain Structure

InstallerTest

H-Domain Partitions Servers
B-Environment

;‘-'Deplnymems ¥ AdminServer
f-services

}“"Se:unty Realms

*:}'Interuperabl\ity
B-Diagnostics

Clusters

¥ obdx_cluster
'® All servers in the cluster
"' Part of the cluster
! obdx_serverl

Click on Activate Changes.
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[ Settings for oraclewsm.ic X

e
& C | ® mum00bzt:5001/console/console portal?_nfpb=trued_pagelabel=LibraryTargetsPagefhandle=com.bea.console handles. AppDeploymentHandle%28" com. bea%3AName%3Doracle
ORACLE WebLogic Server Administration Console 12¢ _
Change Center @ Home Log Out Preferences Record Help Q Welcome, webluglc| Connect
WTEiErTiEeT - Home >Summary of Environment >Summary of Deployments >oracle.wsm.idmrest sharedlib(1.0,12.2.1.3)
Messages

take effect.
Activate Changes
Undo All Changes

«” Settings updated successfully.

Settings for oracle.wsm.idmrest. 1.0,12.2.1.3)

Overview | Targets | Notes

Domain Structure

Save

InstallerTest

#}-Domain Partitions

- Environment Use this page to select the WebLogic Server instances and clusters to which you want to deploy (target) the Java EE library.
t-Daployments

B-Services

t-Security Realms Servers
BH-Interoperability

; ¥ AdminSes
B-Diagnostics minserver

Clusters

¥ obdx_cluster
'® All servers in the cluster
Part of the cluster

Click on Home Tab

[% Settings for WLSSchemal X

& c |® mum00bzt:5001/console/console.portal?_nfpb=true&_pagelabel=JDBCDataSourcetargetdeployTabPagedthandle=com.bea.console.handles.)

ORACLE Weblogic Server Administration Console 12c

Change Center Log Out Preferences Record Help Q

View changes and rts mmary of Environment >Summary of Deployments >oracde wsm.idmrest.sharedlib(1.0,12.2.1.3) =Summary of Services >Summz

1DBC Data Sources >WLSSchemaDataSource

Click the Lock & Edi button to modify, add or Messages
delete items in this domain. .
4 All changes have been activated. No restarts are necessary.
Lock & Edit
Release Configuration Settings for WLSSchemaDataSource

Configuration | Targets = Monitoring |~ Control | Security | Notes
Domain Structure

InstallerTest
#h-Domain Partitions
+-Environment

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save

B-Services

;‘"Secur\ty Realms
B Interoperability
B-Diagnostics Servers

This page allows you to select the servers or dusters on which you would like to deploy this JDBC data source.

“ AdminServer

Clusters

“ ohdx rlustar

In the left panel of the Console, Click on Services,
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Post Installation Steps

<« (e |® mum00bzt:5001/consale/console.portal?_nfpb=true&_pagelabel=LibraryTargetsPage&thandle=com.bea.console.handles. AppDeploymentHandle(

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & £df button to modify, add or
delete items in this domain.

\ Lock & Edit |

Q Home Log Out Preferences [&] Record Help

Release Configuration

Domain Structure

InstallerTest
F+-Domain Partitions
H-Environment

e
ﬁ'lntemperahiliry
FH-Diagnostics

Q|

Home >Summary of Environment =Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Messages

«” All changes have been activated. Mo restarts are necessary.

Settings for oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3)

Overview = Targets = Notes

Click the Lock & Edit button in the Change Center to madify the settings on this page.

Save

Use this page to select the WebLogic Server instances and dlusters to which you want to deploy (target) the Java EE library.

Servers

< AdminServer

Clusters
“ obdx_cluster
O AN e T s heebnn
Click on Data Sources
[ Summary of Services - In X
&< = ‘ @ mumQ0bzt:5001/console/console.portal?_nfpb=true&_pagelabel=ServicesSummaryPage

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [2] Record Help Welcome, weblogi

WA eETsE rts Home >>Summary of Environment >Summary of Deployments >oracle.wsm.idmrest.sharedlib(1.0,12.2.1.3) >Summary of Services

Click the Lack & £dit button to modify, add or Summary of Services

delete items in this domain,

Lock & Edit Use these sections of the Administration Console to configure WebLogic Server services.
Release Configuration
Z Section Description
N WebLogic JMS is an enterprise-class messaging system that fully supports the JMS spedfication, and which also provides numerous extensions that g

Domain Structure Messaging | St2Ndard JMS APTs, It is tightly integrated into the WebLogic Server platform, allowing you to build highly secure Java EE applications that can be eas

InstallerTest 9NG | S dministered through the WebLogic Server console. In addition to fully supporting XA transactions, WebLogic JMS also features high availability throu

#-Domain Partitions service migration features while also providing seamless interoperability with other versions of WebLogic Server and third-party messaging vendors.

E:"'Enuironmgnt Data Data sources enable you to configure database connectivity in your WebLogic domain. Data sources provide database connection pooling and connec

:““DED\DvmemS Sources data sources provide load balancing and failover between data sources, which can be connected to different backend resources.

T “Bervices gtersistent A persistent store is a physical repository for storing subsystem data, such as persistent JMS messages. It can be either a JDBC-accessible database ¢

{--Security Realms ores

ﬂ'lmerupersh\\iw Foreign A foreign INDI provider represents a JNDI tree that resides outside of a Weblogic Server environment. This could be a JNDI tree in a different server

grnmgnmﬁ INDI an external Java program. By setting up a foreign INDI provider you can lookup and use a remote object with the same ease as using an object bour
Providers server instance.
Work Work Contexts allow developers to define properties which implicitly flow across remote requests and allow downstream components to work in the ¢
Contexts client.
XML The XML Regisiry is 2 facility for configuring and administering the XML resources of an instance of WebLogic Server. XML resources in WebLogic Ser
Registries used by an application to parse XML data, the transformer used by an application to transform XML data, external entity resolution, and caching of ex
XML Entity | XML Entity Caches store external entities that are referenced with a URL or 2 pathname relative to the main directory of the EAR archive. Caching ext

Locate WLSSchemaDataSource to change target ,click on its name
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~Deployments
“Services
—Security Realms
t-Interoperability

Data Sources (Filtered - More Columns Exist)

Click the Lack & Edit button in the Change Center to activate all the buttons on this page.

Post Installation Steps

~Diagnostics
New v | [Delete Showing 1to 9 of 9 Previc
Name & Type JNDI Name Targets
BATCH Generic BATCH obdx_cluster
DIGX Generic DIGX obdx_cluster
How do I... LocalSveThiDataSource Generic Jdbe/LocalSveTbiDataSource AdminServer
mds-owsm Generic Jdbc/mds/owsm AdminServer, obdx_cluster
= Create JDBC generic data sources -
- Create JDBC GridLink data sources NONXA Generic NONXA obdx_cluster
. Create JDBC multi data sources opss-audit-DBDS Generic jdbc/AuditAppendDataSource AdminServer, obdx_cluster
= Create UCP data sources opss-audit-viewDS Generic jdbc/AuditViewDataSource AdminServer, obdx_cluster
« Create Proxy data sources opss-data-source Generic jdbc/OpssDataSource AdminServer, obdx_cluster
I WLSSchemaDataSource I Generic Jdbc/WLSSchemaDataSource
System Status New ~ | [ Delete Showing 1to 9 of 9 Previc
Health of Running Servers as of 7:08 AM
Failed (0)
Critical (0)
Overloaded (0)
Waming (1)
[ ok (1)
Click on Targets Tab
ORACLE WebLogic Server Administration Console 12¢ -
Change Center @ Home Log Out Preferences [&] Record Help Q

View changes and restarts

Click the Lock & Edlit button to modify, add or

delete itams in this domain.
Lock & Edit

Release Configuration

Domain Structure
InstallerTest
B-Domain Partitions
BH-Environment
-Deployments
fﬂ'Ser\rices
t=-Security Realms
B-Interoperability
@'Dlagncglm

Click on Lock & Edit

Installation Guide

Home >Summary of >Summary of Depl >oradle.wsm.idmrest.sharedlib{1.0,12.2.1.3) >Summary of Services >Summary of JDBC D

Settings for WLSSchemaDataSource
Configuration | Targets

]General cunnemanETa,gﬂ:ls,1,b ONS | Transaction  Diagnostics  Identity Options

[Monitoring | Control | Security = Notes

Click the Lock & Ed/it button in the Change Center to modify the settings on this page.

Save

Applications get a database connection from a data source by looking up the data source on the Java Naming and Directory Interface (INI
data source provides the connection to the application from its pool of database connections.

This page enables you to define general configuration options for this JDBC data source.

Nama: WLSSchemaDataSource A unique name that iden
domain. More Info...

Datasource Type: GENERIC The data source type. Vi

Scope: Global The scope in which the ¢
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ORACLE weblLogic Server Administration Console 12¢ 1
Change Center @ Home Log Out Preferences Record Help Q
T Home >Summiary of Environment >Summary of Deployments >oracle. wsm.idmrest.sharedlib(1.0,12.2.1,3) >Summary of Services >Summary
Click the Lock & Egit button to modify, add or seltings for WLSSchemaDataSource
oty e s
Configuration | Targets Monitoring = Control = Security = Notes
| Lock & Edit |
Release Configuration Click the £ ock & Edit button in the Change Center to modify the settings on this page.
g g g
Save
Domain Structure
InstallerTest "
FBH-Domain Partitions This page allows you to select the servers or clusters on which you would like to deploy this JDBC data source.
nvironment
~Deployments
B-Services SEEE
:‘"Sccurm« Realms
F-Interoperabllity AdminServer
[+-Diagnostics
Clusters
obdx_cluster
All servers in the cluster
Part of the cluster
obdx_serverl

In the Servers Box, select AdminServer & OBDX Cluster and Click on Save

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences Record Help | Q

Home >Summary of Environment >Summary of Deployments >orade. wsm.idmrest.sharedlib(1.0,12.2.1.3) >Summary
View changes and restarts JDBC Data Sources >WLS5chemaDataSource

Mo pending changes exist. Click the Release .
Configuration button to allow others to edit the Settings for WLSSchemaDataSource
domain,

Configuration = Targets = Monitoring ~ Control ~ Security = Notes
Lock & Edit

Release Configuration |Save

Domain Structure This page allows you to select the servers or dusters on which you would like to deploy this JDBC data sow

InstallerTest

'_'f_} “Domain Partitions

- Environment e
t--Deployments o

B-Services “ AdminServer

t=-Security Realms
B Interoperability
BH-Diagnostics

Clusters:

) obdx_cluster
*' Al servers in the cluster
Part of the cluster
' obdx_serverl

Click on Activate Changes
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[} Settings for WLSSchemal X

& c |G) mum00bzt:5001/console/conscle.portal?_nfpb=trued_pagelabel=)JDBCDataSourcetargetdeployTabPagedthandle=com.bea.console.handles JMXHandle%28"c
ORACLE WebLogic Server Administration Console 12¢ -
Change Center & Home Log Out Preferences Record Help Welc
Home >Summary of Envi >Summary of Depl oradle.wsm.idmrest.sharedlib{1.0,12.2.1.3) >Summary of Services >Summary of JDBC Data Sou
UL TR AT (AT 1DBC Data Sources >WLSSchemaDataSource
Pending changes exist. They must be activated Messages
o

& Settings updated successfully.
| « Activate Changes |

| Undo All Changes ] Settings for WLSSchemaDataSource

Configuration | Targets | Monitoring | Control | Security | Motes
Domain Structure

InstallerTest Save
3;3 Domain Partitions
? Environment This page allows you to select the servers or dusters on which you would like to deploy this JDBC data source.
i~ Deployments

B -Services
}+Security Realms
:fj Interoperahility

B)-Diagnostics

Servers

¥ adminServer

Clusters

¥ obdx_cluster

'® All servers in the cluster
() Dt aF Hlan clocine
P -

Outbound credential mappings

Login Weblogic Admin Console. Click on Deployments.

change Center @ Home Log Out Preferences Record Help |

Welcome, weblogic | Connected to: OB

Home >Summary of Deployments >com.ofss.digx.app.connector >Roles >com.ofss.digx.connector.rar >Summary of Deployments >com.ofss.digx.connector.rar >Roles >Summary of
View changes and restarts Deployments >com.ofss.digx.connector.rar >Summary of Environment

Click the Lock & £dit button to modify, add or

delete items in this domain, Home Page
LockB.Edii Information and Resources
Release Configuration Helpful Tools General Information
= Configure applications = Common Administration Task Descriptions
Domain Structure
= Configure GridLink for RAC Data Source = Read the documentation
BDX_INS_TEST X R
- Domain Partitions Configure a Dynamic Cluster Ask a guestion on My Oracle Suppert

#-Environment Recent Task Status

~“Deployments = Set your console preferences
“Services = Oracle Enterprise Manager
~Security Realms
B Interoperability Domain Configurations
#-Diagnostics
Domain Resource Group Templates Interoperability
= Domain * Resource Group Templates * WTC Servers
= Jolt Connection Pools
Domain Partitions Resource Groups
= Domain Partitions * Resource Groups Diagnaostics
How do L. [=] = Partition Work Managers = Log Files
Deployed Resources = Diagnostic Modules
+ Search the configuration Environment «+ Deployments « Built-in Diagnostic Modules
= Use the Change Center

= Servers = Diagnostic Images
- Racard W1 ST crrinte -

Click on com.ofss.digx.app.connector > com.ofss.digx.connector.rar
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"
adr.oracle. domain.webapp.batik-bundie(T.0,12.2.1.3.0, il AUTTTESET Ve
T \gzr(v:;g(o) [ERF [ ( T Active Library Tnstallerrest | Global 100
I
adf.oracle.domain.webapp.guava(1.0,12.2.1.3.0 i AdminServer,
O |y pp-guava( ) Active Library TnstallarTest | Global 100
adf.oracle.domain.webapp.xml-apis-ext(1.0,12.2.1.3.0 " AdminServer,
0| pp.xmk-apis-ext( 4 Active lbrary | frealeceet” | Global 100
o - Enterprise
£ | B FRAuditMDBEAR Active | & OK | 00 o | TnstallerTest | Global 100
) Enterprise
[ | B ppBatchResourceAdapter Active | OK | ool ton | nstallerTest | Global 100
7 coherence-transaction-rar n Resource | AdminServer,
He Acive | OK | 23700 | Tnctallertest | 010021 T3
= , Enterprise
[ | B ppycom.ofss.digx.app.connector Active | ¥ OK application | InstallerTest | Global 100
=1 Modules
@cum‘ofss.digx.mnne(tur.rar Resource
Adapter
= ElBs
None to display
=l Web Services
None to display
) W AdminServer,
o DMS Application (12.2.1.1.0) Active |9 OK Application | InstallerTest Global 5
- Enterprise
O | Ergem Active | OK | oot on | AdminServer | Global 400
[ | uyemagentsdkimplpriv_jar(12.4,12.1.0.4.0) Active Library AdminServer | Global 100
ORACLE WebLogic Server Administration Consale 12¢ _
change Center @ Home Log Out Preferences Record Help ‘ Q Welcome, wehluglc‘Connetled
e et re et Home >Summary of Deployments >com.ofss.dig.connector.rar >Roles >Summary of > com.ofss.digx.connector.rar >Summary of >Summary of

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OBDX_INS_TEST
&-Domain Partitions
BH-Environment

;‘" Deployments
BH-Services

—-Security Realms

*:Hmeruperabllity
& Diagnostics

Click on New

Deployments >com.ofss. digx.app.connector >Summary of Deployments >com.ofss.digx.connector.rar
Settings for com.ofss.digx.connector.rar
Overview Configuration

Control | Testing

This page displays basic information abeut this resource adapter.

Name: com.ofss.digx.connector.rar

The name of this application deployment. More Info...

Source Path: servers/AdminServer/upload/com.ofss.digx.3pp.connector/app/com.ofss.digx.app.connector.ear  The path to the source of the deployable unit on the Ac

Server. More Info...

ORACLE WebLogic Server Adminisiration Console 12¢

Change Center
View changes and restarts

Click the Lack & £t button to medify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structura
BDX_INS_TEST
T-Domain Partitions
B-Environment
~Deployments
#-Senvices
—Security Realms
&-Interaperability
I-Diagnostics

‘ Connected to: OBDX_INS

@ Home Log Out Preferences [2] Record Help Q

Welcome, weblog:

Home >Summary of Deployments >com.ofss.digx.connector.rar >Roles >Summary of >com.ofss.di
Deployments >com.ofss.digx.app.connector »Summary of Deployments >com.ofss.digx.connector.rar

nnector.rar >Summary of >Summary of

Settings for com.ofss.digx.connector.rar

Overview | Configuration | Security | Control | Testing | Monitoring

Roles | Policies = Outbound Credential Mappings | Inbound Principal Mappings | Principals

Qutbound credential mappings let you map WebLogic Server usernames to usernames in the Enterprise Information System (EIS) to which you want to connect using a resource adapte
You can use default outbound credential mappings for all outbound connection poals in the resource adapter, or specify particular outbound credential mappings for individual connectic
pools. This page contains the table of outbeund credential mappings for this resource adapter.

{ Customize this table

d Credential Mappings

New || Delete Showing 0to 0 of 0 Previous | N

| | WLS User &% EIS User ‘Qutbound Connection Pool

There are no items to display

New | | Delete Showing 0to 0 of 0 Previous | N

Select ra/DIGXConnectorAES > Next
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View changes and restarts Home >Summary of Deployments >com.ofss.digx.connector.rar >Roles >Summary of Deployments >com.ofss.digx.connector.rar >Summary of Environment >Summary of

Deployments »com.ofss.digx.2pp.connector >Summary of Deployments >com.ofss.digx.connector.rar
Click the £ock & Edit button to modify, 2dd or

delete items in this domain. Create a New Security Credential Mapping

Lock & Edt Back | | Next ‘Fimsh |Cancel
Release Configuration

Outbound Connection Pool
Domain Structure Which Outbound Connection Pool would you like the credential map to be associated with? Selecting Resource Adapter Default will configure the credential mapping for all Qutbound
BDX_INS_TEST

Connection Pools in this resource adapter. Each Qutbound Connection Pool can then configure themselves to override these credentials.

F-Domzin Partitions ) -
53-Environment [ Customize this table

~Deployments : - '
B-semvices Create a New Security Credential Map Entry for:

—Security Realms Showing 1 to 10 of 11 Previous
8- y

Interoperabilty || | Qutbound Connection Pool &
E-Diagnostics
I ¥ | ra/DIGXConnectorAES |
| | ra/DIGXConnectorAPNS

) | ra/DIGXConnectorBIREPORTS

[} | ra/DIGXConnectorFCM

How do L a ) | ra/DIGXConnectorFILEUPLOAD
ow do L..

[ | ra/DIGXConnectorGENERICREST
+ Create outbound credential mappings

[ | ra/DIGXConnectorIPM_OBDX_BU

() | ra/DIGXConnectorIPM_OBDX_BU1
System Status =]
[ | ra/DIGXConnector ) WTOKEN

Health of Running Servers as of 10:57 AM
[/ | r3/DIGXConnectorMERCHANT

Select “Default User” > Next

Home »Summary of Deployments >com.ofss.digr.connector.rar »Roles >Summary of Deployments > com.ofss. digx.connector.rar >Summary of Environment >Summary of
View changes and restarts Deployments >com.ofss.digx.app.connector Summary of Deployments »com.ofss.digx connector.rar

Click the Lock & Edi button to modify, add or . - -
delete items in this domain. ‘Create a New Security Credential Mapping

Lock & Edit Back | | Next |Fim5h |Cance\

Release Configuration

WeblLogic Server User
Domain Structure

Select the WebLogic Server user that you would like to map an EIS user to. Selecting 'User for creating initial connections’ will configure the user that will be used for creating
BDX_INS_TEST connections when the resource adapter is first started. Selecting 'Default User’ will configure the user that will be used as the defauit for any authenticated WebLogic Server ¢
- Domain | does not have a credential mapping specifically for them. Selecting "User for unauthenticated user’ will configure the user that will be used for an unauthenticated WebLoagic ¢
Domein Partitions you select 'Configured User’ you must type in the WebLogic Server user that you are configuring. This user must be a configured WebLogic Server user.

+-Environment
~~Deployments ! User for creating ial connections

Bh-Services
—Security Realms

&-Interoperability
+Diagnostics ! Unauthenticated WLS User

! Configured User Name
Weblogic Server User Name:
Howdo L... =] Back | | Next | Finish | Cancel

« Create outbound credential mappings

System Status B

Health of Running Servers as of 10:55 AM

Enter “EIS User Name” should be set to AES_KEY

Enter “EIS Password” . Password should be any 16 characters.
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Change Center

View changes and restarts

Click the {ock & £g button to modify, 2dd or

delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

OBDX_INS_TEST
++-Domain Partitions

t-Gervices
}"Se(ur\tv Realms
+ nteroperability
J'"D\zgnostics

Q Home Log Out Preferences Reco

Home >Summary of Deployments >com.ofss.digx.connector.rar >Roles

Create a New Security Credential Mapping
Back | | Next | Finish | Cancel

EIS User Name and Password

Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:

* Indicates required fields

Enter the EIS User Name:

*EIS User Name:

Enter the EIS Password:

* EIS Password:

* Confirm Password::

HowdoI...

= Create outbound credential mappinas

Click ‘Finish’

Back | | Next

EIS User Name and Password

=

Back | | Next |Finisn |Cance\

Post Installation Steps

Welcome, webl

Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:

* Indicates required fields

Enter the EIS User Name:

* EIS User Name:

Enter the EIS Password:

* EIS Password:
* Confirm Password::

Back | | Next |lesh |Cam:e|

AES_KEY

Check AES_KEY mapping is created successfully.

B Customize this table

Outbound Credential Mappings

New | | Delete

WLS User ¢

EIS User

‘Outbound Connection Pool

Default

AES_KEY

ra/DIGXConnectorAES

Mew | | Delele

Apply JRF Template

To apply JRF template follow below steps.

e To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console
using the following URL:

Installation Guide

http://<hostname>:<admin port>/em
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Note: EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBDX domain (created via installer), just replace the “/console” with “/em”.

SIGN INTO

Domain Domain_OBDX182_UBS140
* User Name:
* Password

(] Login to Partition

signin

e Enter Weblogic administrator username and password (same used for Weblogic administrator
console login)

* User Name  weblogic
* PassWord  sessssas

(] Login to Partition

e Click on Sign In
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[ OBDX_INS_TEST (Oracle X

< C | ® mum00bzt:8001/em/faces/as-weblogic-webLogicDemainHome?type =weblogic_domain&itarget=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST

ORACLE’ i ger Fusion Mi

Control 12¢

== OBDX_INS_TEST O
t=

ebLogic Domain v

@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

Administration Server

Name  AdminServer
Host  obdxwis.in.oracle.com
Listen Port 9001
Clusters SSL Listen Port 9002
) Servers
Unknown
View v Delete Control + =3
Name Status  Cluster Machine
Deployments
AdminServer(admin) 4+
7 oown » OBDX_INS1 & InstalierTest Hostt
1w
Rows Selected 1 Columns Hidden 33

State

Running

Shutdown

e Click on the Managed Server (as highlighted below)

Servers
View v Delete Control v B¢
Name Status Cluster Machine
AdminServer{admin) 4+
¥ InstallerTest Host1

State

Running

Shutdown

Health

OK

Unknown

1! WebLogic Domain ¥

Post Installation Steps

- o X
f &0

weblogic ¥ =a

v EAv |AuoRefesh of v

Health

OK

Unknown

Jul 23, 2017 11:43:52 AM UTC 0

£]
Hea
0 CPU
Listen Port Usag
Usage (%) o
9001 1499 536 &

9003 Unavailable  Unavailab

»

Servers 2of2

Listen Port

9001
9003

Note: Depending on installer.properties, Managed server will differ from above screenshot.
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[ OBDX.INST (Cracle Web X - X

& e ‘ ® mum00bzt:5001/em/fac

/as-weblogic-webLogicServerHome?type=weblogic_j2eeserver&itarget=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST%2FOBDX_INS1 7 ﬁ" o

ORACI—E’ i ger Fusion Control 12¢

‘WebLogic Domain v weblogic ¥ =

¥ 0BDX_INS1 © v Ev |AuoRefresh off v

rﬁ ‘WeblLogic Server v Start Up Shut Down Jul 23, 2017 11:47:46 AM UTC 0
@ Information

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now fo enable
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template

@ Information ]

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit" in the Change Center menu.

Monitoring -
General Response and Load

Metrics are unavailable. Apply Version 122120
the JRF Template.

State  Shuidown

Server Type  Configured

Deployments Cluster InstallerTest
» CPU Usage (%) Unavalable
7 Down
Heap Usage (MB) Unavailable
Javavendor - Unavallable R R A I I L
July 23 2017
Most Requested Java Version  Unavailable P »
W Request Processing Time (ms) [ Requests (per minute)
e Famdate and I8P. L TR v

e Click on “Lock and Edit” option (as shown in screenshot).

[ OBDX_INST (Oracle Web X - X

& [¢] ‘@ mum00bzt:8001/em/faces/as-weblogic-webLogicServerHome?type=weblogic_j2eeserverditarget=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST%2FOBDX_INS1 T 1}‘ o :

OR’ACLE’ Enterprise Manager Fusion Middieware Control 12¢

‘WebLogic Domain v weblogic ¥ =a]

== § OBDX_INS1 O Bl = |woreren on -
=

[ WebLogic Server v Start Up Shut Down Edit Sessions jutc 0

@ Information

Lock & Edit

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can

" able
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as chan *
View & Resolve Confiicts
Apply JRF Template
Release Configuration
@ Information E]
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu. Activate Cha
Undo All Changes
Monitoring s ! -
eneral Response and Load View Restart Checkiist
Metrics are unavailable, Apply Version 122120 Preferences
the JRF Template.
State  Shutdown Help
Server Type  Configured
Deployments Cluster InstallerTest
» CPU Usage (%) Unavailable
7 Down
Heap Usage (MB) Unavailable
Javavendor - Unavalabie AN 1036 1038 1140 142 1144 1046 1148
July 232017
Most Requested Java Version  Unavailable 0 O
M Request Processing Time (ms) [ Requests (per minute)
e Bamidadn s 1ARS e

You will see below screen stating the edit session confirmation
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[ OBDX_INST (Oracle Web X

€« C | ® mum00bzt:8001/em/faces/as-weblogic-webLogicServerHome?type=weblogic_j2eeservertarget=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST%2FOBDX_INS1 T @ :

ORACLE’ Enterprise Manager Fusion Middieware Control 12¢

I WebLogic Domain v weblogic ¥

v

== § OBDX_INS1 O 8 v v |AuoRefresh oOff
=

[, webLogic Server v Start Up Shut Down 20123, 2017 11:47:46 A UTC 4)

& Confirmation El
The edit session lock has been acquired. No pending changes exist.
@ Information

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template
Monitoring -
General Response and Load
Metrics are unavailable. Apply Version  1221.20
the JRF Template.
State  Shutdovn
Server Type  Configured
Deployments Cluster  InstallerTest
» CPU Usage (%) Unavailable
7 Down
Heap Usage (MB) Unavailable
JavaVendor - Unavailable 1L3SAM 1137 1139 Ln4l 1e3 1L45 147 1149
July 23 2017
Most Requested Java Version Unavailable " o
S I Request Processing Time (ms) [l Requests (per minute)

e  Click on “Apply JRF Template” option (as shown in screenshot).

ORACLE’ pri ger Fusion Mit Control 12¢

: WebLogic Domain v weblogic ¥

¥ oBDX_INS1 © B v Ev |AuoReiesh Off

FEl ‘WebLogic Server v Start Up Shut Down Jul 23, 2017 11:47:46 AM UTC

& confirmation
The edit session lock has been acquired. No pending changes exist.
@ Information

Key Enterpnse Managerfeﬂlures such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
er must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template

Monitoring
General Response and Load

Metrics are unavailable. Apply Version 122120
the JRF Template.
State  Shutdown

Server Type  Configured

Deployments

Cluster _InstallerTest

Is JRF successfully applied, you will get below Confirmation.

¥ OBDX_INS1 © B v v |AuoRefresh Of v

ebLogic Server v art Up ut Down Jul 23, 2017 11:50:53 AM UTC
[ WebLogic S Start U Shut Dt |

& Confirmation El
The JRF Template has been successfully applied fo cluster InstallerTest. The changes are pending activation. Use the Activate Changes menu item in Change Center to activate the pending changes.

After activation, the cluster must be restarted for this operation to complete. Some information provided by the JRF template may not be immediately available. Use the Enterprise Manager Refresh button (next to the Page
Refreshed timestamp) to display the most recent information.

e Click on “Activates Changes” option (as shown in screenshot).
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[ OBDX_INS1 {Oracle Web X - X

(3 C | ® mum00bzt:8001/em/faces/as-weblogic-webLogicServerHome?type=weblogic j2eeserverditarget=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST9%2FOBDX_INS1 % 0

C)R’ACLE’ Enterprise Manager Fusion Middieware Control 12¢

WebLogic Domain v weblogic ¥ -

== § 0BDX_INS1 O m v | AuloRefresh Of v
— ]
—
[ WebLogic Server v Start Up Shut Down Edit Sessions jutc 0
@ Confirmation e ®
The JRF Template has been successfully applied to cluster InstallerTest. The changes are pending activation. Use the Activare Changes menu item in Change Center to activate the pen View Change List
After activation, the cluster must be restarted for this operation to complete. Some information provided by the JRF template may not be immediately available. Use the Enterprise Man: 1ge
Refreshed timestamp) to display the most recent information.
Monitorini
9 General Response and Load Activate Changes
Undo All Changes
Version 122120
View Restart Checklist
Metrics Unavailable State  Shutdown
Preferences
Server Type  Configured
Help
Deployments Cluster InstallerTest
» CPU Usage (%) Unavailable
7 Down
Heap Usage (MB) Unavailable
Java Vendor - Unavalable UA7AM 139 WAL 164G 15 1L 1A 1
July 232017
Most Requested Java Version Unavailable 7] v
M Request Processing Time (ms) M Requests (per minute)
P serviets and JSPs Table View
Requests Processed
; N EJBs
v Active Sessions  Unavailable -
[ OBDXINS1 (Oracle Wet: X - X
L3 C | ® mum00bzt:8001/em/faces/as-weblogic-webLogicServerHome?type=weblogic_j2eeserver&target=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST%2FOBDX_INS1 LR -2N + I
ORACLE Enterprise Manager Fusion Control 12¢ WebLogic Domain ¥ weblogic ¥ ==
== OBDX_INS1 © T v EAv |AuloRefresn Of v
-
[ WebLogic Server ¥ Start Up Shut Down Jul 23, 2017 11:52:44 AM UTC
=|
@ Confirmation =
All changes have been activated. The edit session lock has been released.
@ Information =

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

Monitoring

General Response and Load
Version 122120

Metrics Unavailable State  Shutdown

Server Type  Configured

Deployments Cluster ~ InstallerTest
» CPU Usage (%) Unavailable
7 Down
Heap Usage (MB) Unavailable
JavaVendor - Unavailable 1LSBAM 1140 1142 1 146 1148 1150 1652
July 23 2017
Most Requested Java Version  Unavailable a -
M Request Processing Time (ms) I Requests (per minute)
P serviets and JsPs Table View
v EJBs M

Configure User Lockout attributes in Weblogic

The User Lockout attributes in Weblogic under Home>Security Realms>myrealm need to be in sync with the
Password Policy Maintained in LDAP or DBAuthenticator.In case of DBAuthenticator it has to be in sync with
Password Policy Maintenance in OBDX.

Check for below values & change accordingly.
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1]Lockout Threshold : It should be equal to Invalid attempts of Password Policy Maintenance.

2]Lockout Duration : It should be equal to property under prop_id "USER_LOCK_PERIOD" maintained in
DIGX_FW_CONFIG_ALL_B table.

In case of OUD or other LDAP it needs to be sync with the Password Policy configured in LDAP. For e.g.: Refer to
below values configured in OUD.

Lockout and History

Lockout Failure Count =

Password Lockout Duration 20 % days

Lockout Soft Failure Count N4

Once the values are available, make appropriate change in respective highlighted configuration.

ORACLE WebLogic Server Administration Console 12¢

Change Center & Home Log Out Preferences [&] Record Help Q Welcome, weblogic ‘ Connected to: OBDX_INS
View changes and restarts Home >Summary of Security Realms >myrealm
Click the Lack & £ button to madify, add or Settings for myrealm
delete items in this domain.
Configuration | Users znd Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit
Release Configuration General | RDBMS Security Store | User Lockout | Performance
Frpm—— Click the Lock & Edit button in the Change Center to modify the settings on this page.
OBDX_INS_TEST Save
#-Domain Partitions
#-Environment
T pepl Password guessing is a common type of security attack. In this type of attack, a hacker attempts to log in to a computer using various ¢ and password:
|~ Deployments Weblogic Server provides a set of attributes to protect user accounts from intruders. This page allows us to define how user lockouts will be handled m this security realm.
+-Services
i-Security Realms
f"Interoperabmw < 4] Lockout Enabled Specifies whether the server locks users out when there are invalid logi
+-Diagnostics attempts on their account.  More Info...
(5] Lockout Threshold: 5 The maximum number of consecutive invalid login attempts that can oc
before a user's account is locked out.  More Info...
] Lockout Duration: 30 The number of minutes that a user's account is locked out.  More Info.
Howdo I... =] 5] Lockout Resat Duration: 5 The number of which consecutive invalid login attempts
cause 3 usel e locked out.  More Info...
« Set user lockout attributes.
« Unlock user accounts /ﬂ Lockout Cache Size: 5 The maximum number of invalid login records that the server can place
SThe e
<

Save and Activate Changes

Restart AdminServer

OBDX Application logging

To enable OBDX activation logging make below change to logging.xml present at
${domain.home}/config/fmwconfig/servers/${ManagedServer}.
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Open logging.xml and make a new entry under <log_handlers> tag using below code template:

<log_handler name='obdx-handler' level='<LOGLEVEL>"'
class='oracle.core.ojdl.logging.ODLHandlerFactory'>

<property name='path’ value='<path for OBDX log>/<OBDX log filename>' />
<property name="maxFileSize' value='<The maximum size in bytes for each log file>" />
<property name='maxLogSize' value='<The maximum size in bytes for the entire log>' />
<property hame='encoding' value='<encoding>' />

<property name='useThreadName' value="true' />

<property hame='supplementalAttributes' value="<supplementalAttributes>' />

</log_handler>

Below is a sample implementation for log_handlers file.

<log_handler name="obdx-handler' level="ERROR' class="oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name="path’' value="${domain.home}/servers/${weblogic.Name}/logs/obdx.log' />
<property name="maxFileSize' value="'10485760' />
<property name="maxLogSize' value='104857600" />
<property hame='encoding' value='"UTF-8' />
<property nhame='useThreadName' value='true' />

<property hame='supplementalAttributes’
value='J2EE_APP.name,J2EE_MODULE.name, WEBSERVICE.name WEBSERVICE_PORT.name,compos
ite_instance_id,component_instance_id,composite_name,component_name' />

</log_handler>

fdomain/OBDX_INS_TEST/config/fmwcanfig/servers/ OBDX_INS1 - a X

<log_handler n fss-handler' level='ERROR' class—'oracle.core.ojdl.logging.ODLEandlerFactory'>
<property name='path' value='${domain.home}/servers/S{weblogic.Name}/logs/cbdx.log' />

<property name=
<property name='useThreadName' value='true' />
<propertyname='supplementalAttributes' value='J2EE APP.name,J2EE_MODULE.name, WEBSERVICE.name, WEBSERVICE PORT.name,composite instance id,component
linstance_id,composite_name,component_name' />
</log handler>
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Add loggers under <loggers> tag using below template:

<logger name='com.ofss' level="ERROR' useParentHandlers="false'>
<handler name='obdx-handler' />

</logger>

<logger name="#BANKCODE#.com.ofss' leve|='lERROR' useParentHandlers='false">
<handler name="obdx-handler' />

</logger>

Note: Replace the #BANKCODE# with bank code.

Below is a sample implementation for loggers file

<logger name="'com.ofss’ level="ERROR' useParentHandlers='false'>
<handler name="obdx-handler' />
</logger>
<logger name='000.com.ofss' level='ERROR' useParentHandlers="false'>
<handler name="obdx-handler' />

</logger>

P @obduwls:~/domain/OBDX_INS_TEST/config/fmwcenfig/servers/OBDX_INST - ] X

logger name='com.ofss' level='ERROR' useParentHandlers='false'>
<handler name='ofss-handler' />

</logger>

<logger name='000.com.ofss' level='ERROR' useParentHandlers='false'>
<handler name='ofss-handler' />

</logger>

Eclipselink logging

To modify eclipselink logging make changes in <INSTALLATION_HOME>\config\META-
INF\persistence.xml using below link :

https://wiki.eclipse.org/EclipseLink/Examples/JPA/Logging
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@ @ obwls-/obdw configMETA-INF - [m] )(

Change logging level during runtime

To change OBDX application logging level at runtime (when OBDX application is up and running) do following steps.

To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console using the
following URL:

http://<hostname>:<admin port>/em

Note: EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBDX domain (created via installer), just replace the “/console” with “/em”.

SIGN IN TO

Domain Domain_OBDX182_UBS140

" User Name
* password

Login to Partition

Sign in
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. Click on obdx-server

Note: Depending on installer.properties, Managed server will differ from above screenshot.

< [ 6)o:s210838:7001/em]
ORACLE Enterprise Manager Fusion Middieware Control 12¢

= base_domain @
£ Weblogic Domain
@ Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.

servers Administration Server

» Name AdminServer
2 up
Host  obdwedlogic.docker

Listen Port 7001

Clusters servers
N View v Delete Control v Ey
Clusters
Name Status  Cluster Machine State Health
AdminSenver(admin) + Running Failed
Deployments obdx-server + Machinet Running Failed

>
. o

Domain Partitions

Domain Partitions

Resource Group Templates

e In Weblogic Domain menu click on Logs -> Logs Configurations

© EchpsabiigE: % | [} OracleWeble: X | (0 CroseReferenc X ¢ [} race Weble: % | (=] ofadi0377in. x | § [OBQXT3I s X ; [3 obdwserver(© X ' G viedtorunde % 1[5} Overview-Zir X

€ 0 C | of310838700
ORACLE Enterprise Manager fusion Wdesare Conte 12

[} mumbscaie. % | G Changelangs: X | G weblogcem < X - o x
* 00
I Weblogic Doman »  webisgic ¥

== T obdx-server & v EAv  mumRsmen of v
=

sty [ ShutDomn a4 2007 52022 e 4
o1 you e the ockt session bock, To oblain the ock, click “Lock and Edit* in he Chang Castor men.
Wariting N =
Monit  Diagnostes
Response and Load
Gonton .
Roa Up Simce i3, 2017 120713 PM 1
Logs ¥ VewlogMesssges .
Desioymens Log Confipeation varsion 122100 o
JDBC Data Sources Siato Running
Deplc  Massaging [— I ol
ey Sevess o
Server Type  Admiskalion Server -
i Servies , e
CPU Usage ) 237 ‘
Adneishation , [
- » w
Systam WBgan Browser e soge (W) 55850 osera s o? s wa Az was =
oz
MO3t o Lo Sarver Admisciration Consoie Jaes Vendor - Oracie Carporaion .
W Request Pocessng Tine (5] Regues (pr st
Torgel Stemap Javaversion 12010
. Tatie vie
Tatgel Infoeision s
servies ana JSPs o
Aciiwe Sassions 1 feansin e 0
Bean Accesses (o minutel 000
Reguest Procsssing Time ims) 0 e
T Bean Access Successes (%) 000
Bean Transaction Commis (per minute] 000
Work Manager
Bean Tramsaction Rebocks (per minute) 000
Rocuests per minute) 560 05
Boan Tramsaction Timeouts (per minute] 000
Ponding Roquests
o Bean Transaction Commits (51 000
JDBC and JTA Us
o ms
Opén JDBC Connections. 0
M Servers 1
ADBC Canmeciion Creaies {per miouiz) 1,05
e Pending Messants 0 &
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° Select the logger and change the logging level and then click on apply.

< C | ® ofss310838:7001

em/faces/as/logcfg/logConfig?type=weblo

o
t<1
[®
©
o
3

ORACLE Enterprise Manager Fusion Middleware Control 12c

— 4" obdx-server ©
== [, WeblLogic Server v

{Domain_base_domainfbase_domain/obdx-server >

View Runtime Loggers

Search All Categories v

Logger Name

4 Root Logger

»

000

4 08

»

»

»

»

»

»

»

» 08 com ofss

ExampleApplication:Encoder

LifeCycle

Security

ServiceLoader

com

global

in

javax

jersey

jmexfmw

oracle

org

Shut Down

Oracle Diagnostic Logging
Level (Java Level)

ERROR:1 (SEVERE) v

ERROR:1 (SEVERE) [Inherited fi v

ERROR:1 (SEVERE) [Inherited fi v

ERROR:1 (SEVERE) v

ERROR:1 (SEVERE) [Inherited fi ¥

ERROR:1 (SEVERE) [Inherited fi ¥

ERROR:1 (SEVERE) [Inherited fi v

ERROR'1 (SEVERE) [Inherited Tl ¥

ERROR:1 (SEVERE) [Inherited fi v

ERROR:1 (SEVERE) [Inherited fi v

ERROR:1 (SEVERE) [Inherited fi v

ERROR:1 (SEVERE) [Inherited fi v

ERROR:1 (SEVERE) [Inherited fi ¥

ERROR:1 (SEVERE) [Inherited fi v

NOTIFICATION:1 (INFO! v

ERROR'1 (SEVERE) [Inherited Tl ¥

Log File

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

ofss-handler

n_base_domain%2Fbase_domain%2Fobdx-server

Persistent Log Level State

ERROR1

ERROR:1

NOTIFICATION:1

Post Installation Steps

Note : Logger name should be defined in logging.xml.

Oracle FLEXCUBE Universal Banking (OBDX with UBS)

If during installer execution Oracle FLEXCUBE Universal Banking (OBDX with UBS) is selected, then
below steps needs to be done manually.

Foreign Server

e Login into Weblogic Admin console (OBDX domain created using installer) and Browse to Summary
of IMS Modules > UBSSystemModule (as shown below)
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Summary of JMS Modules

JMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources indude queues, topics, connection factories, templates, destination keys, quota, distribu
configure and manage JMS system modules as global system resources.
This page summarizes the JM5 system modules that have been created for this domain.

[ Customize this table

JMS Modules (|

tered - More Columns E:

)
Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | | Delete

Name & Type
AuditlMg JMSSystemResource
FileUploadIMs JMSSystemResource
ReportsIMSModule JMSSystemResource
uBsSystemModule JMSSystemResource
New | | Delete
Settings for UBSSystemModule:
Configuration | Subdeployments | Targets | Securty | Notes
This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access existing resources.
Name: UBSSystemModule The name of this IS system module. More Info...
Scope: Global Specfies if the JMS system module is aceessible within the domain, 2 parttion, or a resource group template.
Descriptor File Name:

jmsfubssystemmodule-jms.ml The name of the JMS module descriptor file. More Info..

This page summarizes the JMS resources that have been created for this M5 system module, including queue and topic destinations, cannection factories, M3 templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-and-forward parameters.
b Customize this table

Summary of Resources

Click the £ock & £t button in the Change Center to activate all the buttons on this page.

New| [Delete

Showing 11010
‘ Name & ‘lype ‘]ND[Name Subdeployment Targets
| Jussrorcignsenver | Foreign server [wa | usssubcpioymert | obe_ctuster
New] [Delle

Showing 1 to 10
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e  Click on UBSForeignServer

Settings for UBSForeignServer

Confi N cubdenl t | Notes

General | Destinations | Connection Factories

Click the Lock & Edlit button in the Change Center to modify the settings on this page.

Save

A foreign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the remote JNDI provider. Tt
farsign server.

#F] Name: UBSForeignServer

INDI Initial Context Factory: weblogic jndi WLInitialConte:

@F] INDI Connection URL: t3:/1<EHMS_WLS_SERVER><EHMS WLS_SERVER_PORT:/

JINDI Properties Credential:

Confirm JNDI Properties Credential:

JNDI Properties:
java.naming.security.principal=
<EHMS_WLS5_USERNAME >

° Click on Lock & Edit

Settings for UBSForeignServer
Configuration | Subdeployment = MNotes

Genmeral | Destinations | Connection Factories

Save

A foreign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the remote JNDI provider. This way, a number of ¢
foreign server.

@g Name: UBSForeignServer
INDL Initial Context Factory: weblogic jndi WLInitialConte:
& INDI Connection URL: t3/i<EHMS_WLS_SERVER><EHMS_WLS_SERVER_PORT=/

JMDI Properties Credential:

Confirm JNDI Properties Credential:

JNDI Properties:
java.naming.security.principal=
<EHMS_WL5_USERNAME>
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Post Installation Steps

Set below configurations with:

JNDI Connection URL —Replace <EHMS_WLS_ SERVER> with hostname or IP address of UBS HOST
Weblogic server and <EHMS_ WLS SERVER_PORT> with port number of UBS HOST Weblogic
Managed server (where NOTIFY_DEST_QUEUE and NOTIFY_DEST _QUEUE_FCDB are mapped).
JNDI Properties Credential — Password for username set in JNDI properties

Confirm JNDI Properties Credential — Confirm password for username set in JNDI properties

JNDI Properties — Value to be set as “java.naming.security.principal=<EHMS_WLS_ USERNAME>",
where

username is the login user of UBS Weblogic Admin Console (user which created the primary local
queues for UBS).

. Click on Save

‘Settings for UBSForeignServer
Configuration | Subdeployment | Notes

General | Destinations | Connection Factories

Save

A foreign server reprasents 2 INDI provider that resides outside a WebLogic Server. It eontains information that allovis WebLogic Server to reach the remate INDI provider. This way, a number of connection factory and destination abjects (queues or topics) can be defined on ona JNC
foreign server.

&5 Name: UBSForcignServer The name of this foreign server. More Info...

The name of the class that must be instantiated to access the JNDI provider. This cla

the vendor that are being used. More Info.

INDI Initial Context Factory:

weblogic.jndi WLInitialConte:

4 INDI Connection URL: 13.710.184.135.59- 7860/ The URL that WebLogic Server will use to contact the JNDI provider. The syntax of th
being used. For WebLogic JMS, leave this field blank if you are referending WebLogic
Info..

Any Credentials that must be set for the JNDI provider. These Credentials
the constructor for the JNDI pro InitialContext class. Note: For secure credenti;
the Properties field results in the credential being stored and displayed as originally &

INDI Properties Credential:

Confirm JNDI Properties Credential:

INDI Properties: Any additional properties that must be set for the JNDI provider. These properties vil
java.naming.security.principal=infra JNDI provider's InitialContext ciass,  More Info...

(5 Default Targeting Enabled

Home >Summary of

Messages

ether this JMS resource defaults to the parent module’s targeting or uses

5 Modules >UBSSystemhodue >Summary of JMS Modules >UBSSystemblodule >Summary of JMS Modules >UBSSystembodule >UBSFarsignServer >Configuration >NOTIFY_DEST_QUELE_FCDB >UBSForeignServer

 Settings updated successfully.
Settings for UBSForeignServer

Configuration | Subdeployment | Notes
General | Destinations | Connection Factories

Save

A foreign server represents a JNDI provider that resides outside a WebLegic Server. It centains information that allows WebLogic Server to reach the remote INDI provider. This way, a number of connection factory and destination objects (queues or topics) can be defir
foreign server.

@] Name: UBSForeignServer The name of this foreign server. More Info...

JNDI Initial Context Factory: weblugicjndi WLInitialConte: ;[h'v:‘!\:;g;c{jt;l!e;l:isﬂt“’v;z:ntnéﬂ b:ul?:‘]a::ated to access the JNDI pr.

@ INDI Connection URL: 13://10.184.135 59 7860/ The URL that WebLogic Server will use to contact the JNDI provider. T
being used. For WebLogic JMS, leave this field blank if you are referen
Info...

INDI Properties Credential: Any Credentials that must be set for the JNDI provider. These Credent
the constructor for the JNDI provider's InitialContext class. Note: For ¢

‘the Properties field results in the credential being stored and displayec

Confirm JNDI Properties Credential:

INDI Properties: Any additional properties that must be set for the INDI provider. Thes
vider's InitialContext class. Mare Info.

jeva.naming.security.principal=infra

(] Default Targeting Enabled Specifies whether this JMS resource defaults to the parent module's ta
mechanism. More Info.

Save
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e Click on Activate Changes

[3 Settings for UlSForsign
€ C |@ Notsecure | mumoObz

ORACLE WebLogic Server Adminisation Consais 12¢

— 1) Home Log Out Prefeences (55 Recond el a

View changes and restarts Horme = Sumreary of 315 Modies > LAESSystembiacie > Sumsmary of 1M Modiies > UBSSystemiocie > Summary of

pes

Messages

s exit, They mist be
o Setongs update:

Settings for UBSForeignServer

‘Undo 2 Changes

nous

Domain Structure General  Dastinations | CONMCTION Factones
QBOX_INS_TEST
Fé-Domain Parttions o

INDI Lnitisl Context Factory:

4] DT Connection URL:

System status.

Heskth of Running Servers ac of 3:20 P4

INDI Properties Credentiak:

Confiem TNDT Properties Credential:

uBsFareignserver

weblogic jndi WLIniialConte:

13710.184 135 55.7860

INDI Properties:
Java.naming. security.principaleinfra

5] Defaul Targeting Enabled

£

[ Settings for UBSForeign® X

& C | ® Notsecure | mum00Obzt:&i

/console/console.porta

b=true&_pagelabel=Foreign/MSServerconfigGeneralT:

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Fgiit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

@ Home Log Out Preferences Record Help Q

Home >Summary of M5 Modules >UBSSystemModule >Summary of JMS Modules > UBSSystembodule >Summary of JMS Modules
Messages

& All changes have been activated. No restarts are necessary.

Settings for UBSForeignServer

Domain Structure
BOX_INS_TEST
EB3-Domain Partitions
EB3-Environment
~Deployments

B services
~-Security Realms
BI-Interoperability
BH-Diagnostics

How do L... =

« Create foreign connection factories
« Create foreign destinations

System Status El

Health of Running Servers as of 3:22 PM

I Faild
I ctieal(0)
[ overloaded (0)
I waming (0)
I O (1)

P= i Nates

General | Destinations | Connection Factories

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save

A foreign server represents a NDI provider that resides outside o Weblogic Server. It contains information that allovrs.
foreign server.

5] Name:

UBSForsignServer
INDI Initial Context Factory: weblogic.jndi. WLInitialConte:

5] INDI Connection URL: 3://10.184.135 59:7860/

INDI Properties Credential:

Confirm JNDI Properties Credential:

INDT Properties:
java.naming.security.principal=infra

(5] Default Targeting Enabled

Save

Deployment of notification MDB application

Post Installation Steps

Welcom

A frsign seever reprasents & INDI peovides that resides cutside  WebLogic Server. It containg information that aboves WebLogic Server to reach the remate JNDI provider. This vay, & number of consection factary and destination objects (quauses or topics) can be defined on one INDI
Foreign server.

The name of this foreign server.  More info

ndle=com.bea.console.handles JMXH.

com.bea:Name

> UBSSystemModule >UBSFarsignServer >GCanfiguration »NOTIFY_DEST_QUEUE_FCDI

WebLogic Server to reach the remote JNDI provider. This way, a number of cor

Before deployment of obdx.externalsystem.ubs.notification.mdb.ear application, kindly perform below

steps:

e  Open the obdx.externalsystem.ubs.natification.mdb.ear (EAR file is available <OBDX INSTALLER
DIR>/installables/app/components/ubs/deploy/obdx.externalsystem.ubs.notification.mdb.ear) using
any archiving tools (i.e.: 7-zip)
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Narme Size Packed Size  Modified Created Accessed Attributes Encrypted Comment
3723283 3350626 2017-05-1911:57
META-INF 1660 82 2017-07-2111:29
[£] com.ofss.extsystem.ubs.notification jar 481333 388213 2017-07-2111:28
e  Double click on com.ofss.extsystem.ubs.notification.jar
Narme Size Packed Size Modified Created Accessed Attributes Encrypted  Comment
fcom 1193325 381587 2017-07-21 11:27
META-INF 43543 1808 2017-07-21 11:27
“wscenfig.properties 1420 288 2017-07-2111:27
e  Open the wsconfig.properties to edit
MName Size Packed Size Modified Created Acce:
com 1193325 381587 2017-07-2111:27
META-INF 43543 1808 2017-07-2111:27
| wsconfig.propgetiss 1420 288 2017-07-2111:27
Open Enter
Open Inside Ctrl+PgDn
Open Outside Shift+Enter
View F3
Edit F4
Rename F2
Copy To... F5
Move To... F&
Delete Del
] wsconfig.properties - Notepad - u] X
File Edit Format View Help
I 2. 5emvice:
/ hittp://host.service alerts.appx digx ofss.com/
ertProcessorSenice urnpd/<0BD. WLS_HOSTNANE= <OBDX. WLS_MS_FORT>iobduAlerProcessarSenicePwsdl
Alerf e.stubClass.com.ofss.digx.appx.alers.senvice. host AlertProcessorSenice
AlerProcessorSenice.endpointilame:AlertProcessorPort
AlertF 3 com.ofss.dige.appx.alers.service hostAleProcessorserice
AlerPracessorSenvice. proxyClassName:com.ofss.digx appx alerts senvice. host HostAlertProcessor
AlertProcessorSernvice imeOut: 1200000
AlerProcessorSenvice targetUnit<ENTITY_ID~
FileF T rService senvice:FileProce dNotifPr rseni
FileP namespace hitp-iihost sevice fileupload.appx digk ofss.com/
DaXFileF rSenvica?wsdl

tubCla:

FileProces 52 NOMPIOCESS OSENiCe. Ul:nttp:i<OBDX_WLS_HOSTNAME='<OBDX_WLS_I1S_PORT:
com ofss digxappx fleuplaad service hast FileProcessedNofiPracessorSenvice

endp
com.of

ationProcessarPart

digx.appx fileupload.service.host FileProcessedNotifProcessorService

FileProcessedNotifProcessorSenvice.imeOut:1200000

FileProcessedNotifProcessorSenvice. prowyClassName:com.ofss. digx appx fileupload senvice. host File Processe dNotificationProcessor

e Change the URL for AlertProcessorService.url,FileProcessedNotifProcessorService.url and
AlertProcessorService.targetUnit(Note the hostname and port should be of OBDX managed server
created by installer. Entity ID should be OBDX_BU for Base entity)
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| wsconfig.properties - Notepad - m] X
File Edit Format Yiew Help

AleriF e.senice:Alerf
AleriProcessorService.names pace:http/host service alerts. appxmgx ofss.com/
01

orSenvice.url:http:/mumaa0i2.in
AlertProcessorService stubClass com ofss.digx appx.alerts service host AlertProcessorSenvice

e lertPr r
AIEFIP[UI:ESSWSEN\DE stubSenice:com.ofss digx.appx alerts service host AlertProcessorSenvice
AlertF e proxyClassName:com.ofss.digr.appx.alerts.senvice.host HostAlertProcessor
AlertProcessorService timeQOut 1200000

AlertProcessorSenvice targetUnitOBDX_BU

FileProcessedNotifP e.service:FileProc
.namespace:hitp:ihost emceﬂeup\uadappxd\gxofss com/
FIIEF’rnEESSEdNthF’mEESSmSEMEE url-htip:iimumaa012.in.oracle.com:2700: e?wsdl

Filef .stubClass:com.ofss. dige.appx fileupload.semvice.host FileProcessedNotifProcessorSenvice
FileProcessedNotifProcessorService endpointName:FileProcessedNotificationProcessorPort

FileF com.ofss.digx. appxfileupload.service host FileProcessedNotiProcessorservice
FileProcessedNotiProcessorSenice. proxyClassName:com. ofss.digk appxfileupload senvice host FileProcessedNotificationProcessor
FileProcessedNotifProcessorsenvice ime0ut1200000

") wsconfig.properties - Notepad - u] X
g.prop P

File Edit Format View Help
e.5enice

AlertPracessorService.namespace:htip:/host service aleris.appx digx ofss.com/

AlertProcessorSenvice. url:nttp:/mumaa012.in.oracle.com:27003/0bdx/AlenProces sorSenice ?ws dl

AleriF e stubClass.com.ofss.digx.appx.alers.senvice. host AletProcessorSenice

e.endp Port

e ice:com.ofss digrappx.alerts.senvice.hostAleriProcessorService

AlertProcessorService praxyClassMame:com.ofss.digx.appx alerts.service.host HostAlertProcessar

AlertProcessorService. imeOut: 1200000

AlertProcessorService targetUnitOBDX_BU

FileF .senvice:FileProc dNotifF

FileProcessedNotiProcessarSenice.namespace:hip:ihost senvice.fileupload.appx.dig ofss.comy

Service.urlhilp/imumaa0 12.in.oracle.com:27003,
FileProcessedNotifProcessorService stubClass:com.ofss digx.appx fileupload service host FileProcessedMotifProcessorService

Filef .endpointMame:FileF ationProcessorPort

FileProcessedNotifProcessorService stubService com ofss. digx appx fileupload service host FileProcessedNotifProcessorSenvice
FileProcessedNotifProcessorSenvice.proxyClassName:com.ofss. digx appx fileupload.senvice host FileProcessedNotificationProcessor
FileProcessedNotifProcessorService timeQut 1200000

wsconfig.properties - Notepad - a X

File Edit Format View Help

e.5enice
AlertPracessorService.namespace:htip:/host service aleris.appx digx ofss.com/
AlertProcessorSenvice. url:nttp:/mumaa012.in.oracle.com:27003/0bdx/AlenProces sorSenice ?ws dl
e stubClass.com.ofss.digx.appx.alers.senvice. host AletProcessorSenice
e.endp Port

AleriF e ice:com.ofss digrappx.alerts.senvice.hostAleriProcessorService
AlertProcessorService praxyClassMame:com.ofss.digx.appx alerts.service.host HostAlertProcessar
AlertProcessorService.imeQut: 1200000

o EM(E targetUnitOBDX_BL
FileF .senvice:FileProc dNotifF
FileProcessedNotifProcessarService.namespace:hitp:/ihast service fileupload.appx digx ofss.com/
FileProcessedNotifProcessorSenvice.urlhiipimumaa012.in.oracle.com:2700 3/obdxFileF ice?Pwsdl
FileProcessedNotifProcessorService stubClass:com.ofss digx.appx fileupload service host FileProcessedMotifProcessorService
Filef .endpointMame:FileF ationProcessorPort

FileProcessedNotifProcessorService stubService com ofss. digx appx fileupload service host FileProcessedNotifProcessorSenvice
FileProcessedNotifProcessorSenvice.proxyClassName:com.ofss. digx appx fileupload.senvice host FileProcessedNotificationProcessor
FileProcessedNotifProcessorService timeQut 1200000

e  Save changes.
e Click OK.

Name Size Packed Size Modified Created Accessed Attributes Encrypted  Comment
com 1193325 331587 2017-07-21 11:27 D drwsrxrx -
META-INF 4543 1808 2017-07-21 11:27 D drwocr-xrx -

W wsconfig.properties 1420 288 2017-07-2111:27 W -

7-Zip bd

File 'wsconfig.properties' was modified.
Do you want to update it in the archive?

Cancel

e Navigate back to obdx.externalsystem.ubs.notification.mdb.ear
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Name Size Packed Size Modified Created Accessed Attributes Encrypted Comment
com 1193325 381587 2017-07-2111:27 D drwxr-xr-x
META-INF 4543 1808 2017-07-2111:27 D drwxr-xr-x
1 wsconfig.properties 1420 288 2017-07-2111:27 -rW-r--r--
° Click OK
Name Size Packed Size Medified Created Accessed Attributes Encrypted Comment
com 1193325 381587 2017-07-2111:27 D drwxr-xr-x
META-INF 4543 1808 2017-07-2111:27 D drwxr-xr-x
mj’ 1421 288 2017-07-2521:06 2017-07-2521:03 2017-07-2521:03 A
7-Zip
File 'com.ofss.extsystem.ubs.notification.jar' was modified.
Do you want to update it in the archive?
Cance
MName Size Packed Size Meodified Created Accessed Attributes Encrypted Comment
EAPP—INF 3783283 3330626 2017-05-1911:57 D drwsr-xr-x -
META-INF 1660 862 2017-07-2111:29 D drwsr-xr-x -
|£:| com.of ss.extsystem.ubs.notification.jar 481369 398685 2017-07-2521:07 2017-07-25 21:07 2017-07-25 21:07 A -

<

0 object(s) selected

Deploy the updated obdx.externalsystem.ubs.natification.mdb.ear using below steps.

e Login into Weblogic Admin Console (OBDX domain created using installer) and navigate to

Deployments
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[} Summary of Depioymer X
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€ C | © mumbopzt
ic e Admisyation Console 12¢
ORACLE senvi
Change Center 8 vome Lsg ot Preferences [ ‘Welcome, weblogic  Conmects to: OBDX_TNS.TEST
— e Sy .25 s U
addor Sumenary
deletz fems in this domain.
Configuration  Contral  Menizeng
Lock & Edit J
Relezse: Configurafion
Ths o tisdoman,
Lok from e damain . 0 the appicaion
e G 5
~Rasaures Groug Temslates To nstall s new aspicaion or moduie for depoymert to @rgets n s domain, cick Tnstall.
~Hachines
 Customize this table
Work Managers
—Congurvent Tenglates Deployments
~Pesource Hanogenest rsa| Upide Dee Shoning 10 10069 Prvioes | Nt
“~Startup and Shetdown Classes
| Mame & State |Iﬂi | Iype Targets. Scope Demain Partitions Deployment Order
iy sk businassad e Liary sdmnsever | Gotal m
- Dagmesics = ot race a1 0,02 Adive |mm lmoSever | Gobal m
=T ™= [ | iyt arac dsmin uebapp(1.0,12.2.1 adie Lteary e | Gobal m
+ Intallamererpse appication O | g = |E-mmhpimm adeTer | Gobal m
+ Conbgureanenterese sppcatin
" = T Set—— e ExearseAgpiaton et |Gobal m
« Upéate raszpoy) = &
« Mitar he modsdes of an esterprise [ | oherence transacton-rar Adive (S OK |Rm|mz.kdm=r MdminSever | Gobal m
apsicaton
+ Depley 5 medeles I | ® g com.ofs gt app comctur N Ertarprice Apglizaton msdleTet | Gobal m
+ Incala b s
o 0 | B pp oo dinampsviest = |E-mwswpimm adeTer | Gobal m
System Status. B ] Imr‘ﬂ'ﬁ‘jm‘iliﬂ&avce‘ina[ Neew Enterprise Application InstallerTest Gobal n
Heslth of Rusning Servers as of 342 PM
= 0 | B Dot Appaen (22.1.11) e |Vox |wm sgsicaton sinmsever | Gobal s

Tnsal| [Updae] [Deck

Showing 10 10 of 69 Prewous | et

. Click Lock & Edit

[P —
€ - C [ mumoobzr

ORACLE ' WebLagic Server Acmnisaiion Consae 12¢

Change Center

View changes and restasts

ek the Lack 3 Edebuton b mosty, 584 ot
o

‘Domain structur

R Hame Log Out Preferences (el

re—— T T —

‘Summsry of Deployments
Conbiguration | Contrsl | Menitorng

Thes page destarsthe bt o dome

e can upda (reseplay) o deete istabied applcatons sad muduies from the doman by siectag the chackBa next 1o the appbcation nama aad then usng the csatoks sa i sage

T mtal 2 e appcation or modle or depiayment b tanges m this damain, cick Imatal

b Customise this table

Deployments

i [ psain] Dot

Welcome, weblogsc | Conpeciad o; OBDX_INS_T)

Showing 118206469 Previsus | west

& ineat

& Configere an emtempine apsleatin

+ Update (redepioy) an mtarorive applcaten
Marsor e madules of an ent
eopiemar

& Dy £18 mdules

« st 3 weh sgpcasan

Syston Status
Faakh of Busning Servers 2 of 342 P81

[ L Scope | Domain Partitions Depteyment order
P T —r simeseer | Goba o
i rnin a8 22110) s |G w
3 oot webAOR L1, samisoner | cobal 1m0
- [— e |Gl -
I achiessurcasdspie Enterprie Agpicatan Tt | bt 10
g eheence bzt Resource Adapeer asminserver -\l-mu 100
T — [—— e |Gl o
P9 = com.ohus. dige apge service.rest Enterpnse Agphcatan InstailerTast '““ 0o
T SO — [E— EFI - w
5 g oS Aot (122110 e e e s

Showing £ ta 10 48 Previsus | Hest

e Click on Install

Installation Guide

65
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& €| ® mum0obzts001/c

onsolefconsole.portal?_nfpb=true8._pagelabel=AppDeploymentsControlPage

ORACLE' WebLogic Server Administiation Console 12 -

Change Center
View changes and restarts

o pending changes exist. Clck the Release

Configuration button to allow others to edit the

domain,
Lock & Eait

Release Configuration

Domain Structure

“Resource Groups
“Resource Group Templates
“Machines

“Virtual Hosts

“Virtual Targets

“Work Managers
~Concurrent Templates
~Resource Management
~Startup and Shutdown Classes
~Deployments

-senices

~Security Realms
HInteroperabilty

-Diagnostics

e ClickonU

[ instal Appication Assist X

L C | ® mumooezt
ORACLE WebLogic Server Admi

@ Home Log Out Preferences

Record Help Q

Home >Summary of JUS of 15 Modues

o >Configuration >NOTIFY_DEST_QUEUE_FCDE >UESFarsignSarver >Sumimary of Senvers >Summary of Deployments

Summary of Deployments.

Configuration | Control | Monitoring

‘This page displays the list of Java EE applications and standalone application modules installed to this domain,
You can update (redeploy) or delete installed applications and modules from the domain by selecting the checkbox nextto the application name and then using the controls on this page.

. o install 2 new application or modle for deployment to targets i this domain, click Tnstall,

I Customize this table

Deployments

instat || [Update | [Delete

| name & State Health Type Targets

[ | apyadforacle businesseditor(1.0,12.2.1.0.0) Active Lbrary Adminerver '
() | adoracie domain(1.0,12.2.1.1.0) Active Library Adminsever |1

pload your file(s)

sole.parta

s Corsn 12 -

Change Center 1) Home Log Out Preferences (5 Record Help Q Wielcome, wi
T e e »Summary of M5 ol » 2 st of M5 Mo RSyt > RSorsinsans »Confuean »NOTEY_ D 08 »UESFarsgnSarvr » Surmary of Savars » Sammary of Deployments
Mo pending changes exst. Clck the Release. Install Apphcation Assstant.
Configuration button to allow others to et the
. ] [t ) [
Lok & Bl
Locate deployment to imstall and prepare for deployment
Rewrase Corfguraton
elect represents the acplication root directary, arche file, exploded you want 10 install, You can also enter the path of the apphcation directory o file in the Path field.
Demie Soeies Moke: Oy valld file paihs. are displayed nam.nrmmnmmmrdzmmmm or confrm that your agglcaion contaies the requied deplayment descrigtors.
g INs_TEST
-Daman Farons Path: (home/davapsidomain/0BDX_INS_TEST
Erronment
~Servers Recently Used Paths: (nane)
- Custers Current Location: mumQobat | home / devops [ domain | OBDX_INS_TEST
~Caberente Custers
~Resource Groups. pag
Resource Grous Temglates I comman
Mschies <ontiy
o &t
it Targets .
~Viork Manasers o e
Comeurrent Templates ~ engnal
sever
How do L. = e
- Start and st  desloved emarsie -
wpkcecn ] (e [P | ol
= Configure an enterpriss aoglication
e Click on Choose File under Deployment Archive
[} Install Application Assist X
& c |® mum00bzt:8001/console/console.portal?AppApplicationinstal Portlet_actionOverride=/com/bea/console/actions/app/install/selectUploadApp
ORACLE WebLogic Server Administration Consale 12 -
Change Center @ Home Log Out Preferences [ Record Help Q
View changes and restarts Home >Sumeary of 15 M >UBSSystemblocule >Summary of 15 Moduies o DEST_QUEUE | E >Summary of Deployments

No pending changes exist. Clck the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure

-Domain Partitions
~Servers

-Clusters

~~Coherence Clusters
~Resource Groups
~Resource Group Templates
~Machines

~Virtual Hosts

~Virtual Targets

~Work Managers
~Concurrent Templates
--Resource Mananement.

BOX_INS_TEST +

Install Application Assistant
Bask | (et | Finsh | | Cancel

Upload a deployment to the Admi

ration Server

Click the Browse button below to select an application or module on the machine from wihich you are currently browsing. \When you have located the file, dick the Next button to upload this deployment to the Administration Server.

Deployment Archive:

Upload a deployment plan (this step is optional)

A deployment plan is 2 canfiguration which can supplement the descriptors included in the deployment archive. A deployment wil work without a deployment plan, but you can also upload a deployment plan archive now. This deployment plan archive wil |
telated links for addtional information about deployment plans.

Deployment Plan Archive: Choose File | No file chosen

Bark | (et | Finsh | | Cancel

Howdo L. a

e Navigate to customized obdx.externalsystem.ubs.notification.mdb.ear and click Open
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[ —
<5 clo . selectUploa

ORACLE Webtogic sever mnstaencors B

Change Center l R Home Leg Out Preferences (5] Record Help —

onsole portal?Ap tioninstallPortiet_actionOverride=/com/bea/col

ons/ap,

> RS ormsrerer >Confpraben >NOTIFY_DEST_QUEVE_FCDR =
Viewdd @ Open X - o R

oendq
Configural ¢ « 4 [l « Documents > Newfolder » v o

Organze v New folder

o @
|8 Decuments  *  Name Date modied A
e
buil

5-Domal configtar

Type

PM Filefoider 3
2BPM  Filefoider

— EhusEapaa] s 80 chosen
7925PM XML Document
DSSAM  SSOFile
401PM

i
{

8

bt  Ths
Tet Document

B fnal
astalles Doy
| installe Forre

To Document

XML Document | Choose Fila | No fis chosen
¥08 | EARFile

GAZPM  Executable or Fie

17400PM et Document

400PM_ Text Document

‘mumO0boi.in
=24 New folder

e Click Next

[} Install Appiication Assist: X

€ = C | ® mumD0bzeB0D1 fconsole/console portal?AppApplicationlnstallPortlet_actionOverride:

JploadApp

ORACLE WebLogic Server Asmaistration Consale 12¢ _
Change Center @ Home Log Out Preferences [ Record Help Q

Wiew changes and restarts Home >Summary o Sy o s
No pending changes exst. Cick the Release

Configuration button t allsw others to edit the
doman.

> Configurstion »NOTIFY_DEST_QUELE FIDS > UBSFersigniarver »Summary of Servers >Summary of Deplopments

Install Application Assistant

=R

ook &Eat
Upload 2 deployment to the Administration Server

Click the Browse button below to select 2n apgication or module on the machine from which you are curenty brovesing. When you have located the file, lick the Next button to upload this deployment to the Admanisration Server

-Domain Partzons ‘ Deployment Archive: Choase File | obdx extema..ion.mdb.ear

Upload a deployment plan (this step is optional)

A deployment plan is i i in the ive. & work vihout
reated lnks

can but ou can also upload a deployment plan archive now. This deployment plan archive vl e a directe
for addtional information abeut deployment plans.

| Choase File | W fle chosen

e Click Next

[} nstal Aplication Assist. X
€~ C | O mum0bzt5d

uploadapp % 0
ORACLE Welage s st e -
Fremepmrey 0 pome 10 Feeences e 1 | Wekome, webloic Coreece : 080X S
View changes and restarts. L3 5 figuration >NOTIFY DEST QLELE. RKIE

Messages
Noppending changes exst. Cick the Release: =
= s

domain.

Tnstall Application Assistant.
(5] e | ] Gt

Locate deployment to install 20d prepare for deployment

e,

| home | devs | D TEST serves | [1ghad =
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e Select “Install this deployment as an application” and click Next

[ Install Application Assist: X

& & C | ® mumb0bzt:3001/console/console portal?AppApplicationinstallPortlet_actiof

com/bea/console/actions/app/install/appSelected

ORACLE WebLogic Server Administration Console 12¢

Change Center & Home Log Out Preferences [ Record Help

fome >Summary of JMS Modules >UBSSystemModule >Summary of JMS Modues >UBSSystemModule >UBSForeignServer >Configuraton >N >UBSForeignServer >Summary of Servers >Summa: eployment
T H ry of WS M UBSSystemtlod ry of JMS Modules >UBSSystemModule >UBSForeignServer >Configuration >NOTIFY_DEST_QUEUE_FCDB >UBSForeigne ry of S Summary of Deployments

No pending changes exist. Click the Release Install Application Assistant
Canfiguration button to allow others to edt the
domain. Back| [Next| | Finish ‘ Cancel
Lock & Edil
Choose installation type and scope

Release Gonfiquration
S ————, Select if the deployment should be installed as an application or library. Alse decide the scope of this deployment.

Domain Structu
omain structure The application and its components will be targeted to the same locations. This is the most common usage.

BOX_INS_TEST -
~Domain Partitions ® Install this deployment as an application
“Senvers Agplication libraries are deployments that are available for other deployments to share. Libraries should be available on all of the targets running their referencing applications.
~Clusters

~-Coherence Clusters
~Resource Groups
~Resource Group Templates
~-Machines

~Virtual Hosts

~Virtual Targets

--Work Managers
~Concurrent Templates
_-Resource Mananement

Install this deployment as a library
Install this deployment as an application, but target the components individually
Useful when one or more of the madules or components must have targets unique from the rest of the application.

Select a 5¢ope in which you want to instal the deployment.

Global ¥
How do L., a

Finish | || Cancel

Start and stop a deployed enterprise
application

Canfigure an enterprise 2pplication

o Create A denloument nlan

e Select Cluster as target and click Next

[ Install Application Assist X

€ & € | ® mum00bzt3001/console/console portal?AppApplicationinstallPortlet_actionOverrid

fcom/beafconsole/actions/app/install/targetsty

ORACLE' WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [2] Record Help Q

les > UBSSystemModule > Summary of M5 Modules > UBSSystembodule > UBSForeignServer >Configuration >NOTIFY_DEST_QUEUE_FCDB »UBSForeignSer

Home »Summary of S Mod

View changes and restarts >Summary of Servers »Summary of Deployments

No pending changes exist, Click the Release Install Application Assistant.
Configuration button to allow ethers to edit the
domain. Back| [Next ‘ Finish ‘ Cancel
Lock & Edit
Select deployment targets
Release Configuration oy "
Select the servers and/or dusters to which you want to deploy this application. (¥ou can reconfigure deployment targets later)
Domain Structure
a0% IS TEST | Available targets for obdx.externalsystem.ubs notification.mdb :
~Damain Partitions
nwironment -
~Servers
Clusters AdminServer
~Coherence Clusters
“Resource Groups
“Resource Group Templates Clusters
“Machines
~Virtual Hosts | InstallerTest
-Virtual Targets * All servers in the cluster
~Vork Managers Part of the cluster
~Concurrent Templates 0BDX_INS1
~Resnurce Mananement M
HowdoL.. e

Finish | | Cancel

« Start and stop & deployed enterprise
application
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e Click Next

/[ Install Application Assist. X \
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€ - C | ® mumb0bzt3001/console/console.portal? AppApplicationinstallPortet actionOverride=/com/bea/console/actions/app/install/applicatior TargetsSelected

ORACLE' WebLogic Server Administration Console 12¢

Change Center

View changes and restarts

o pending changes exist. Ciick the Release
‘Configuration button to allow others to edit the
ain

Lock & Edit
Release Configuration

Domain Structure

BOX_INS_TEST
-Domain Partitions

“Custers

- Coherence Clusters
-Resource Groups
-Resource Group Templates
~Hachines

~Virtual Hosts

~-Virtual Targets

- Work Managers
+-Concurtent Templates
—Resource Management.

@ Home Log Out Preferences (2] Record Help H:| Q

Home >Sumrmary of M5 >Summary of i /_DEST_QUEUE_FCDB L ployr

Install Application Assistant

\Ml\mﬂclml

Optional Settings

You can modify these settings or accept the defaults.
* Indicates required fields

What do you want to name this deployment?

* Name: bdx externalsystem ubs natification mdl
‘Specification Versior 17.2.00.0
Implementation Version: 201707211119
— Security
- What security model do you want to use with this application?

How do L.,

« Start and stop a deployed enterprise
application

Configure an enterprise application

Create a deployment plan

« Target an enterprise application to & semver

instance

Test the madules in an enterprise appiication

=| | ® DD Only: Use only roles and policies that are defined in the deployment descriptors.
() Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.

that are defined in the Administration Console.

) Custom Roles and Policies: Use only roles and poli

O Advanced: Usea

the . .

e Click Finish.

[ Iestall Appiicaion Asist X
€ C | @ mumb0eztid

ORACLE WebLogic Server Admisiration Console 12¢

Change Center
Wiew changes and restarts

A ationinstaliFortlet_actionCverride=/cor appfinstallsave

) o Log Out Prefeences [ Recad ik a
i Sy 5 k. S5 e o S Mo SRS S >Cafion >ITTPY GET. GUELE FCB S e Sty o S Summary of egloymants

e A the Relesze
Canfiguratian buton t sl others t de the
doman,

Lock B £

Review your chaices and click Finish

- Danan Purons

the deploymest. momests to compiste.

s confquraion ster compleing this asitant?

R & Yen take et the deployment’ configurtion scree.
s
e st o, 1 el e the confguration ater.
~sesouce Goups — Summary
Fesourcecroup Templtes
Hachnes Deploment: .
it o
sl Torges ame: b peamatam. s athcaton
ok Hamsgers
~Concurt Temgiates _ e
Hewdo L. Plan Staging Hode: Use the same accessibity as the appiication
» Start and step a deployed enterprise e
el
= Configure an enterprise apgiication ol Gabal
» Coatea eploymert slan Target summary
» Target an enterprise appication te 2 server
s | comsonsts e
- | | mstaterress
Sysem sarus
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e Click Save.

[ Settings for obdx.extern: X

& (¢} \G)mumDObzt:eocw,rcansmeecansa\e portal?_nfpb=true@_pagelabel=AppApplicationOverv

AppApplicationOverviewPortiet =com.bea.console.handles AppDeploymentHandle%28"com bea%3AName%3Dobd

ORACLE' WebLogic Server Administration Console 12¢ -
Change Center ) Home Log Out Preferences (2] Record Help
e R re Homs >UBSSystemMocls =Summsry of M5 odules ~UBSSystemocule >USForsignServer »Canfigurstion >NOTIFY_DEST_QUEUE_FCDE Sumary of " obe bs.notifcation.mdb

Pending changes exist. They must be activated | | Settings for obdx.externalsystem. ubs.notification.mdb
to take effect

o Activate Changes
Undo All Ghanges

Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Honitoring | Motes

Domain Structure Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment plan, and so on. The table at the end of the page lists the modules (such as Web

BOX_INS_TEST N the name of the module to view and update fts configuration.
“Domain Partitions
" ‘; nment Name: obdx.externalsystem.ubs. notification. mdb The name of this enterprise application. More.
“servers
“Clusters . ;
eohemance Clusters Scope: Gobal Species if this enterprise application is accessi
~Resource Groups
Path: | home/ devops/ demain/ OBDX_INS_TEST/ servers/ Adminserver/ upload/ cbdx. externalsystem. ubs. notification. mdb. ear/ app/ obdx. externalsystem. ubs.  The path to the source of the deployable unit o
esource Group Templates :
notfication. mdb, ear
Deployment Plan: (no plan specied) The path to the deployment plan document on
~Work Managers
- Concurrent Templates Staging Mot (ot specified) Speciies whether a deployments files are copi
- area during application preparation. More Infc
esnrez Mananement

How dolL.. | | Plan Staging Hode: (not spedified) Specfies whether an application's deployment |
staging area during application preparation. I
« Start and stop a deployed enterprise
application Security Model: DDOnly The security model that is used to secure a def.
Configure an enterprise application

« Create a deployment plan 4E] Deployment Order: 100 An integer value that indicates when this unit i
« Target an enterprise applcation to a server e
instance
5] Deployment Principal A string value that indicates the principal that s
= Testthe madules n an enterprise aoplicaton | e “This principal will e used to set the current sul

ApplicationLifecycleListener. If no principal nar

e Click Activate Changes

[ Settings for obdx.extern: X

&« (€] ‘G) mum00bzt:8001/console/console.portal?_nfpb=trued_pagelabel=AppApplicationOverviewPage&AppApplicationOverviewPortlethandle=com.bea.console.nandles. AppDeploymentHand|e%28" com bea%3ANan

ORACLE' WebLogic Server administration Console 12¢

Change Center @) Home Log Out Preferences [&] Record Help
View changes and restarts Home 5 UBSSystembicule = Summary of IMS Madules UBSForei i /_DEST_QUEUE_FCDB »UBSForeignServer »Summary of Servers > Summary of Deployments >obex.externalsystem.ubs.notifica
Messages

Pending changes exist. They must be activated
to « Settings updated successfully.

o Activale Changes, ‘Settings for obdx.externalsystem.ubs.notification.mdb

TRdc AT Changes

Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes

Domain Structure =
BDX_INS_TEST N
~Domain Partitions
ironment Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application fils, the associcted deployment plan, and so on. The table at the end of the page lists the modules
the name of the module to view and update its configuration.
~Servers
~Clusters
~Coherence Clusters Name: ‘obdx.externalsystem. ubs.notification.mdb The name of this enterprise applil

~Resource Groups

esource Group Templates Scope: Global Spedfies i this enterprise applica

rtual Hosts / home/ devops/ domain/ OBDX_INS_TEST/ servers/ AdminServer/ upload/ obdx. externalsystem. ubs. notification. mdb. ear/ app/ obdx. externalsystem. ubs.  The path to the source of the dep
~Virtual Targets notification, mdb, ar
~Work Managers
- Concurrent Templates

+| | Deployment Plan: {no plan specified) The path to the deployment plan
~Resaurce Mananement

How do I... E| | Staging Mode: {not specified) Specties whether a deployment's
area during application preparatic

Start and stop 2 deployed enterprise

application Plan Staging Mode: {not specified) Species whether an application's
+ Configure an enterprise application staging area during application pr
» Create a deployment plan
ploment Security Model: DDOnly The security model that is used t
» Target an enterprise application to a server
instance
25 Deployment Order: 100 An integer value that indicates wi
o Test the modules in an enterprise application 0o
System Status =1 (] Deployment Principal A string value that indicates the p
Name: “This principal wil be used to set t
Health of Running Servers as of 3:59 PM AppiicationtifecycleListener, If no
Failed (0) | Save|

cittical (0)
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[ Settings for obdxextern: X

ORACLE' WebLogic Server Administration Console 12¢ .

Change Center @ Home LogOut Preferences Help Q

s Home >UBsS e >Summary of JHS Modiles >UBS: = >UBSForsignarver >Configuration >NOTIFY_DEST_QUEUE_FCDB >UBSForeignServer >Summary of Servers >Summary of bt bs.notification.md
Messages

Click the Lock & Edft button to modty, add o

delete tems in this domain & Al changes have been activated. No restarts are necessary

Lock & Fd, Settings for obdx.externalsystem.ubs.notification.mdb
Release Configuration —
Overview | DeploymentPlan  Configuration = Security = Targets Contrel | Testing = Monitoring  Notes

Domain Structure
Click the Lock & Editbutton in the Change Center to modify the settings on this page.
BDX_INS_TEST

~Domain Partitions Save

Use this page to view the general configuration of an enterprise applcation, such as its name, the physical path to the application file, the associated deployment plan, and so on. The table at the end of the page lists the modules (such as Web
the name of the madule to view and update its configuration.
~Coherence Clusters

~Resource Groups

~Resource Group Templates Name: obaextenalsystem.ubs.notification.mdb The name of this enterprise appiication. Mare
~Machines
~Virtual Hosts ‘Scope: Global Specifies if this enterprise application is accessi
~Virtual Targets
~ Work Managers Path: | home] devops/ domain/ OBDX_INS_TEST/ servers/ AdminServer] uploadf obdx. externalsystem. ubs. notification. mdb. ear/ app/ obdx. externalsystem. ubs.  The path to the source of the deployable unit o
~Cancurrent Templates natification. mdb. ear
- Resouree Manansmant. h
How do .. =] Deployment Plan: (ne plan specified) The path to the deployment plan document on
 Start and stop 2 deployed enterprise ‘Staging Mode: (not specified) Specifies whether a deployment’s

application area during application preparation.

« Configure an enterprise application
Plan Staging Mode: (not specified) Speciics whether an application's deployment |
staging area during application preparation. I

Crezte a deployment plan

« Target an enterprise application to a server

instance ‘Security Model: oDOnly The security model that is used to secure a dep
« Test the modules n 2n enterprise application
4 Deployment Order: 100 An integer value that indicates when this unit i
System Status El
Heakth of Running Servers 25 of 3:59 PH 4] Deployment Principal Astring value that indicates the principal that s
Name: “This principal wil be used to sek the current sul
[ Failed (0) ApplicationLifecydleListener, If no principal nam
[ Citieal (0)

Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX with OBPM)

If during installer execution Oracle FLEXCUBE Universal Banking with Oracle Banking Payments (OBDX
with OBPM) is selected, then below steps needs to be done manually.

Foreign Server

e Login into Weblogic Admin console (OBDX domain created using installer) and Browse to Summary
of JIMS Modules > OBPMSystemModule > OBPMForeignServer (as shown below)

Settings for OBPMSystemModule

Configuration | Subdeployments | Targets | Security | Notes

This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access existing resources.

Name: 0BPHMSystemModule The name of this JMS system module. More Info...
Seope: Global Specifies if the JMS system module is accessible within
Descriptor File Name: jms/obpmsystemmodule-jms.xml The name of the JMS module descriptor file.  More Ini

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, ¢

b Customize this table

Summary of Resources

Click the Lock & Edif button in the Change Center to activate all the buttons on this page.

Hew | [Delete

Name & Type JNDI Name Subdeployment

OBPMForeignServer Foreign Server HiA 0BPMSubdeplayment

Hew| [Delete

Refer to earlier steps mentioned for UBS HOST UBSForeignServer and make similar changes in
OBPMForeignServer.

Deployment of notification MDB application
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Post Installation Steps

Before deployment of obdx.externalsystem.obpm.notification.mdb.ear application, make changes similar
to obdx.externalsystem.ubs.notification.mdb.ear before deployment.

Fileupload with UBS

Refer below document for File upload configuration with UBS

Oracle Banking Digital Experience File Upload Report Configuration

Origination with UBS

Refer below document (section 5 and 6) for enabling Origination with UBS

Oracle Banking Digital Experience UBS Origination Setup and Configuration

OBDX with OBP Base (Installation with Oracle Banking Platform)

Refer below document (section 5.2 OUD configurations in OBP) for User Authentication required for
integration with OBP

Oracle Banking Digital Experience OBP Base Setup and Configuration

OBDX US LZN with OBP US LZN (Installation with Oracle Banking Platform US LZN)

Once OBP Base setup and configuration is complete, refer below document to apply LZN Installer
required for integration with OBP 2.5.0.2 US LZN.

Oracle Banking Digital Experience OBP US LZN Setup and Configuration

OBDX with OFSLL (Installation with Oracle Services Lending and Leasing)

Refer below document for OFSLL Installer required for integration with OFSLL
Oracle Banking Digital Experience OFSLL Setup Configuration

OFSLL supports social media integration. Refer Oracle Banking Digital Experience Origination Social
Media Integration document.

OHS

OHS server needs to be configured for all FLAVOR’s as a mandatory activity.

To configure OHS server follow steps mentioned in below document before proceeding further.

Oracle Banking Digital Experience OHS User Interface Configuration

Editing Configuration Validation

Once the system is installed, on first login, the administrator of the system would be prompted to
configure the system. Each of the system configuration’s inputs have specific validation built into the
item. The default validations for such configuration items are maintained as JSON object in the database
table DIGX CF _CONFIG ITEM INPUT.

The structure of the JSON object is as below:
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%
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I N

T & ST

"title™: "Bank Code™,
"yalidator™: "ALPHANUMERIC™,
"regquired™: true,

"mes=sage™: "Invalid Bank Code™,

Textension™: {
"type™: "length"™,
"options™: {

"Tmin™: 1,

10 Tmax™:

11 - }

12 - }

13 -1
Element Name Description Allowed Values
title Title/Label of the configuration | Any String

item

validator The validator to be used to | ALPHANUMERIC - Supports the regular

check for validity of the datatype

expression : "[a-zA-Z0-9]*"
ALPHANUMERIC WITH SPACE - Supports
the regular expression : "[a-zA-Z0-9 ]*"
NUMBERS — Supports the regular expression :
"[0-9]*"

DECIMALS — Supports the regular expression :
"N[0-9]*\.[0-9]+$"

ALPHABETS — Supports the regular expression
: "[a-zA-Z]*"

ALPHABETS WITH SPACE - Supports the
regular expression : "[a-zA-Z ]*"

ALPHABETS WITH SOME SPECIAL -
Supports the regular expression : "[a-zA-Z\-"T*"

LOWER ALPHABETS — Supports the regular
expression : "[a-z]*"

UPPER_ALPHABETS — Supports the regular
expression : "[A-Z]*"

LOWER ALPHABETS WITH SPACE -
Supports the regular expression : "[a-z [*"

UPPER ALPHABETS WITH SPACE -
Supports the regular expression : "[A-Z ]*"

ALPHANUMERIC WITH SPECIAL -
Supports the regular expression : "[a-zA-Z0-9
VAYO\&\ N\ )\

ALPHANUMERIC WITH SOME SPECIAL -
Supports the regular expression : "[a-zA-Z0-9
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&S\ 7

SWIFT — Supports the regular expression : "[a-
ZA-Z0-9\- \+H\: )\ V2V

ALPHANUMERIC WITH ALL SPECIAL -

Supports the regular expression : "[a-zA-Z0-9\-
AW, DVANS VANV

SPACE WITH ALL SPECIAL - Supmwsthe

regular expression
SISV AR\ @\ WAL V-
]*II

FREE TEXT — Supports the regular expression

AT

required

Identifies whether the value for
the  configuration item s
mandatory.

true — mandatory to provide a value for the
configuration item is mandatory.

false — not mandatory to provide a value for
the configuration item is not

extension.type

The type of validation extension

length — validate the length of the value of

applicable. configuration item between
extension.options.min and
extension.options.max
message The message to be displayed in | Any String
case the validation of the
configuration value fails.
If required, the above validations can be changed as per requirement.
Home
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OBDX Product Verification

10. OBDX Product Verification

Start managed server and verify all deployed applications are in Active state (as shown below).

TR AuditHDBEAR Active | & OK Enterprise Application obdx_cluster
[fBatchResourceAdapter Active | ¥ OK Enterprise Application obdx_cluster
[g com.ofss.digx.app.connector Active | ¥ OK Enterprise Application obdx_cluster
W com.ofss. dig.infra.channel(18.2.0.0.0,1408) Active Library obdx_dluster
i bdx.app. core. domain(18.2.0.0.0,672) Active Library AdminServer, obdx_cluster
iy obdx.app.core.patch(18.2.0.0.0,872) Active Library AdminServer, obdx_cluster
iy obdx.app.domain(18.2.0.0.0,872) Active Library AdminServer, obdx_cluster
iy ebd.app framework(18.2.0.0.0,672) Active Library AdminServer, obdx_cluster
[7 obdx.app.mdb.report Active  |¥ OK Enterprise Application obdx_cluster
[ obdx.app.restidm Active |« oK Enterprise Application ebdx_cluster

‘ [gebdx.app.timer ‘ Active |9 0K Enterprise Application obdx_cluster

| ‘EIubdx.extsvstem‘dcmam(IB‘Z‘D‘U.O,WZ) ‘A&hv&

Library |Adm...smr, obdx_dluster

s obdx.thirdparty.app.domain(18.2.0.0.0,872)

Active Library | AdminServer, obdx_cluster

To login into application, new user needs to be created (if not already done) in OUD refer section
Creating the Attributes, Object Class, Users, Groups and Adding Optional Attributes on LDAP Server of
document “Oracle Banking Digital Experience Installer Pre-Requisite Setup Manual” mentioned in section
1.5 Related Information Sources.

To verify the installation, launch below URL
http://<OHS server ip or hostname>:<OHS port>

Check if the page loads successfully.

© ZigBank - ZigBank x

¢« ca

= <~ ZigBank B] Login \/ -

Your financial security guaranteed.

Choose from our range of products

Achieve your Dream with us

\ “All your dreams can come true,
if we have the courage to pursue them”
A Walt Disnev e
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Day1 Configuration

Universal Banking Solution (OBDX with UBS)

Refer below document (Section 3. System Configuration) for Dayl configuration required for integration
with UBS

Oracle Banking Digital Experience System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Third Party System (OBDX with THP)

Refer below document (Section 5. System Configuration — Host System as Third Party) for Dayl
configuration required for integration with Third-party System

Oracle Banking Digital Experience System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Oracle Banking Platform (OBDX with OBP)

Refer below document (Section 4 System Configuration — Host System as OBP Base and US LZN) for
Dayl configuration required for integration with OBP

Oracle Banking Digital Experience System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Oracle Banking Platform US LZN (OBDX with OBP US LZN)

Refer below document (Section 4 System Configuration — Host System as OBP Base and US LZN) for
Dayl configuration required for integration

Oracle Banking Digital Experience System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Installation Guide 76



OBDX Product Verification

Oracle Financial Services Lending and Leasing (OBDX with OFSLL)

Refer below document (section 5.1 System Configuration) for Dayl configuration required for integration
with OFSLL

Oracle Banking Digital Experience OFSLL Setup Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Chat Bot Configuration:

Refer below document for Chat Bot configuration.

Oracle Banking Digital Experience Chatbot Configuration

Mobile Application Builder:

Refer below documents for Mobile Applications build and setup.
Oracle Banking Digital Experience Mobile Application Builder-Android
Oracle Banking Digital Experience Mobile Application Builder-iOS

Home
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11. Configuration for OUD/OAM

In-case installation needs to be done using OUD/ OAM provider, below steps needs to be performed
manually.

Weblogic configuration/ deployment

. REST EAR deployment:

Undeploy obdx.app.rest.idm from deployments.

Deploy obdx.app.rest from Installer zip (<OBDX INSTALLER DIR>
\installables\app\components\obdx\deploy\obdx.app.rest.ear).

Refer to manual deployment steps provided for
obdx.externalsystem.ubs.notification.mdb.ear application

° Security Realms

To configure your own Oracle LDAP to use instead of the default embedded LDAP, which comes with
Oracle Weblogic Server.

e To do this, ensure that the Admin Server is running. Login to the Weblogic Console for OBDX
domain (created by Installer) using the following URL:

http://<hostname>:<admin_port>/console

¢ Now, go to Security Realms > myrealm > Providers

€« C | ® mumb0bzt3001/console/console portal?_nfpbstruedt_ pagelabel=RealmprovidersTabPagedthandle=com.bea console handles SecurityMBeanHandle%28"Security%3AName%3Dmyreal...  fr H
ORACLE WebLogi server ammotetoncoreon 7 o
P p—— @ Home Log Out Prefe Help Q Welcome, wehlngi(lCnnnecttdln: OBDX_INS_TEST

View changes and restarts

Click the Lock & £dit button to modify, add or Settings for myrealm
delete items in this domain.
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit
o Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

Domain Structure
An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
BDX_INS_TEST & security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DSHS,

-Domain Partitions

b Customize this table

Security Realms Authentication Providers

E}-Interoperability Click the Lock & £dit button in the Change Center to activate all the buttons on this page.
B-Diagnostics

New| [Delete | |[Reorder showing 1to 5 of 5 Previous | Next

Name Description Version
DBAuthenticator OBDX - DB Authenticator 1o
SQLAUth Provider that performs DBMS authentication Lo

How dol... E]
0BDXIWT OBDX JWT Identity Asserter Provider 10

+ Configure authentication and identity Defaulfuthenticator WebLogic Authentication Provider 10

assertion providers
+ Configure the Passuiord Ualidation provider Defaultldentitysserter WiebLogic Identity Assertion provider 10

+ Manage security providers New| [Delete | || Reorder Shoning 1 to 5 of 5 Previous | Next
+ Setthe 3845 control flag

« Re-order authentication providers

System Status a8

Health of Running Servers as of 9:39 AM

. Now click on “Lock & Edit” in order to edit the details.

o Delete the following Authenticators under providers-> Authentication:
DBAuthenticator
SQLAuth
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[ Settings for myrealm - © X

& C|® mumoochg

onsc

eanHandle('s

curity:Name=my

ORACLE westoste swrver rammaton oo 121 T o

Change Center @ Home Log Out Preferences (2] Record Help Welcome, weblogic | Connected to: OBDX_INS_TEST3
e ey Homs > Summary of Environment >Summry of Saryars > Summary of Sacurity Reslms = myrealm »Providers >Summary of Emvironment >Summary of Sarvers »Summary of Sacury Resims >myrasim > Providers
o pending changes exist. Click the Release Settings for myrealm

Configuration button to allow others to edit the
in Configuration | Users and Groups | Roles and Folicies | Credential Mappings | Providers | Migration
Lock & Edi =
Authentication | Password Validation | Authorization | Adjudicaion | Role Mapping | Auditing | Credential Mapping | Certification Path

Release Con

uration

T m— An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can eonfigure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAF servers or DEMS.
EDX_INS_TEST3

~Domain Partitions
b Customize this table

Authentication Providers
Security Realms
nteroperability Hew | |Delets | || Reorder

Showing 1 to 5 of 5 Previous | Next

~Diagnostics
Name Version
@ | pBauthenticator 0BDX - DB Authenticator 10
@ | squasth Provider that performs DBMS authentication 10
OBDXIWT OBDX JWT Identity Asserter Provider 10
How do I. [=] DefaultAuthenticator ‘Weblogic Authentication Provider 10
DefaultldentityAsserter ‘WebLogic Identity Assertion provider Lo
« Configure authentication and identity

assertion providers New | |Delete | |[Reorder Showing 1to 5 of 5 Previous | Next

= Configure the Password Validation provider
= Manage security providers

= Set the JAAS control flag

« Re-order authentication providers

System Status 5l

Health of Running Servers as of 7:33 AM

[ Settings for myrealm - © X

< C | ® mumb0chg:9001/con:

ORACLE WeblLogio erver st o B o

Change Center @ rome Log out Preferences [&d] Record Help Welcome, weblo c‘ Connected to: OBDX_INS_TESTL
View changes and restarts Home >Summary of Environment »Summary of Servars » Summ: reaim »Providers >OUDAuthenbcator »Providers
Hessages

Pending changes exist. They must be activated
ct.

to take effe o Selected Authentication Providers have been deleted.

¢ Activate Changes Settings for myreaim

Undo All Ghanges

Configurati Users and Groups | Roles and Policies = Credential Mappings | Providers | Migration

Domain Structure

BDX_INS_TEST1
~Domain Partitions

Environment An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in  security realm, and you can configure multiple Authentication providers in
-~ Deployments a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBIIS.
ervices

Authentication | Fassword Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

Security Realms
nteroperability

“Diagnostics Authentication Providers
New | Delete | | Reorder Showing 1to 3 of 3 Previous | Next
Name Description Version
0BDXIWT OBDX JWT Identity Asserter Provider 10
How do I. 8 DefaultAuthenticator WeblLogic Authentication Provider 1.0
« Configure authentication and identity DefaulidentityAsserter WebLogic Identity Assertion provider 0
assertion providers

N Delet Reord:
« Configure the Passwiord Validation provider ldice] [BelE] | (Bcomies] Showing 103 of 3 Previous | Next
« Manage security providers

 Setthe Jaas control flag

= Re-order authentication providers

System Status B

Health of Running Servers as of 10:02 AM

e Click on ‘DefaultAuthenticator” provider and change the Control Flag to SUFFICIENT
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AuthenticatorBook - OBDX172., X | +

€ mum00agk:7
[ Table %) Form (@] Image
ORACLE webLogic Server Administration Console 12¢

Change Center @ Home LogOut Preferences

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain

Settings for DefaultAuthenticator

Configuration | Performance

Lock &Edit Common | Provider Spedific

Release Configuration save
Domain Structure
DX172
-Domain Partitions
1-Environment
~-Deployments
-Services
ecurity Realms
1-Interoperability
-Diagnostics

5] Name:

45 Description:

5] Version:
5 Control Flag:

Save

How do.

Structure ¢ Link @ Color Contrast 3 Linearise

Options @ Off

Record Help \ Q

myrasim >Providers >DefaultAuthenticator

Migration

This poge displays basic information about this WiebLogic Authentication provider. You can also use this page to set the JAAS Control Flag to control how this provider is used in the login sequence.

DefaltAuthenticator
VebLogic Authentication Provider

10

SUFFICIENT |~

Configuration for OUD/OAM

Welcome, weblogic | Connected to: OBDX172

‘The name of this WebLogic Authenticaton provider.

More Info...
A short description of the Authentication provider.  More Info,
The version number of the Authentication provider. More Info.

Returs how the login sequence uses the Authentication provider.  More Info.

* Configure authentication and identity
assertion providers

« Configure the Password Validation provider
© set the J4AS control flag

* Mansge security providers

System Status =

e Click on Save button to save the changes

AuthenticatorBook - 0BDX172.. X =+

€ mum00aqk:7001

Structure @ Link @ Color Contrast JL3 Linearise

ORACLE WebLogic Server Administration Console 12c

[ Table ) Form (&) Image

Change Center @ Home Log Out Preferences

View changes and restarts He:

Messages
Mo pending changes exist. Cick the Release:

Configuration button to alow others to edit the o Settings updated successfully

domain,
Settings for DefaultAuthenticator
Lock &Edit
Configuration | Performance | Migraton
Release Configuraton
Common | Provider Specic
Domain Structure
DX 172 lS2ee,)
-Domain Partitons
B-Environment
Deployments
-Services
~Seauity Realms 5 ame:
El-Interoperabiity
-Diagnosties .
&5 Description:
] version:
45 Control Flag:
Howdo 1. a
Save

* Configure authentication and identity
assertion providers

« Configure the Password Validation provider

Options @ Off

Record Help ‘ Q

Providers »DefaultAuthenticator

This page displays basic information about this WebLogic Authentication provider, You can also use this page to set the JAAS Control Flag to control how this provider is used in the login sequence,

Defaultauthenticator
Weblogic Authentication Provider

Lo

SUFFICIENT |~

Welcome, weblogic ‘ Connected to: OBDX172

The name of this WebLogic Authentication provider

More Info.
A short description of the Authentication provider, More Info.
‘The version number of the Authentication provider. More Info

Returns how the login sequence uses the Authentication provider. More Info.

* Set the JAAS control flag

« Manage security providers

System Status a

Installation G
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[} Settings for myrealm

<

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

& Adiivate Ghanges

Undo All Changes

@ Home Log Out Preferences [B] Record Help Q

Hams > Summary of Environment >Summary of Sarvers >Summary of S
Messages

curty Reslms >+

o Selacted Authentication Providers have been deleted.
Settings for myrealm

Configuration | Users and Groups

Domain Structure
BOX_INS_TEST1
~Domain Partitions
£-Environment
~Deployments
~services
Security Realms
Interoperabilty
- Diagnostics

Howdo L... =]

« Configure authentication and identity
assertion providers

« Configure the Password Validation provider

« Manage security providers

« Setthe JAAS control flag

« Re-order authent

ation providers

System Status |

Health of Running Servers as of 10:02 AM

Roles and Policies | Credential Mappings | Providers | Migration

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

An Authentication provider allows WebLogic Server to establish trust by validating 2 user. You must have ene Authentication provider in a security realm, and you can configure multiple Authentication providers in

sim > Providzrs >OUDAuthenticator >Providers

Certification Path

a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBNS.

b Customize this table
Authentication Providers

New| |Deleie | || Reorder

Configuration for OUD/OAM

Welcome, weblogic ‘ Connected to: OBDX_INS_TEST1

Showing 1to 3 of 3 Previous | Next

Name Description Version
0BDXIWT OBDX JWT Identity Asserter Provider 10
DefaultAuthenticator ‘WebLogic Authentication Provider 10
DefaultidentityAsserter ‘WebLogic Identity Assertion provider 10

New| |Deleie | || Reorder

Showing 1to 3 of 3 Previous | Next

3 PM

° Now, click on New and enter the below details and click Save.

Name : OUDAuthenticator

Type : OracleUnifiedDirectoryAuthenticator

Create a New Authentication .. X | 4
€ mum00agk 7001
B Table &) Form (&) Image

Structure @@ Link @ Color Contrast .|

ortal?_nfpb

} Linearise [25] Options @ Off

ORACLE' webLogic Server Administration Console 12¢

Change Center

iew changes and restartst

No pending changes exist. Click the Release
Configuration button to alow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
DX172

-Domain Partitions
Br-Environment.

--Security Reaims
I-Interoperabiity
~Diagnostics

How do L.. B

 Manage security providers

« Configure authentication and identity
asserfion providers

System Status =]

Health of Running Servers s of 1:12PM

& Home Log Out Preferences

Record Help ‘ Q

Home =Sum

of Securty

ims = myresim >Providers =[x

Create a New Authentication Provider
ok | || cancel

Create a new Authentication Provider

“The following properties will be used to identify your new Authentication Provider
* Indicates required fields
The name of the authentication provider.

* Name: OUDAuthenticator

This is the type of authentication provider you wish to create.
Type:

IPlanetAuthenticator ~

ok | || cancel

wEe $ A a4 ¢

el

/1272018

g X
B- & B =

-"

Welcome, weblogic ‘ Connected to: OBDX172

644 PM

° Click on OK Button.
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[ settings for myrealm -C X

<« C' | ® mumo0chq;

console/console,portal?_nfpb

ueBL_pageLabel

Realmauthel

ticatorTabPage
ORACLE webLogic Server Administration Console 12¢

Change Center @ Home LogOut Preferences

Record Help

View changes and restarts Home >Summary of Enviranment >Summary of Servers > Summa

of Security Realms »myreaim >Providers »OUDALEnen!

or »Providers
Pending :hang:s exist. They must be activated

Settings for myrealm
to take effe

Configuration || Users and Groups | Roles and Policies | Credential Mappings | Providers: | Migration
o Activate Changes

Undo All Changes Authentication | Password Validation | Authorization | Adjudication
Domain Structure
BOX_INS_TESTL
-Domain Partitions
H-Environment
~-Deployments
-Seniices
--Security Realms
Interoperability

a security realm. Different types of Authentication providers are designed to access different data stores, such s LDAP servers or

P Customize this table

Authentication Providers

Role Mapping | Auditing | Credential Mapping | Certification Path

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in 5anmtv realm, and you can configure multiple Authentication providers in

Configuration for OUD/OAM

Welcome, wehlnql(‘ Connected to: OBDX_INS_TESTL

- Dingasts |New| [Delete] ||Reorder| Showing 1t0 4 of 4 Previous | Next
Name Description Version
0BDOWT OBOX JWT Identity Asserter Provider 10
DefaultAuthenticator WebLagic Authentication Provider 10
DefaukldentityAsserter WebLogic Identity Assertion provider 10
How do L... =) OUDAuthenticator Provider that performs LDAP authentication 10
« Configure authentication and identity —_

assertion providers

Configure the Passviord Validation provider

Manage security providers

Showing 1to 4 of 4 Previous | Next

Set the JAAS control flag

Re-order authentication providers

System Status 8

Health of Running Servers as of 10:03 AH

Now Click on OUDAuthenticator and select Control Flag as “SUFFICIENT”

AuthenticatorBook - OBDX172.. 3 =

€ mum0Dagk:7001/
[ Table & Form @] Image [E] Structure @ Link @ Color Contrast

ORACLE webLogic Server Administration Console 12¢

_pa

13 Linearise i3] Options @) Off

Change Center & Home Log Out Preferences

Record el |

View changes and restarts Ham >myraaim -Pr

utAuthenticatar >Pro

y of Securty Reaims »myresim »Pr

Pending changes exist. They mustbe activated
to take effect.

Settings for OUDAuthenticator

Configuration | Performance
+# Activate Changes

Common || Provider Specific

Undo Al Changes

save
Domain Structure
DX172

“Domain Fartitions
B} Environment
~Deployments
-services
~Security Realms

OUDAuthenticator

Sty 45 Descriptio Provider that performs LDAP authentication
-Diagnostics
£ version: Lo
4] Control Flag: SUFFICIENT |~
Save
How do L. 8

« Configure authentication and identity

‘This page displays basic information about this iPlanet Authentication provider. You can also se this page to set the JAAS Control Flag to control how this provider is used in the login sequence.

The name of this iPlanet Authentication provider. More Info,
A short description of this iPlanet Authentication provider.  More Info.
The version number of this iPlanet Authentication provider, More Info.

Specifies how this Planet Authentication provider fits inte the logn sequence.  More
Info.

wBa ¥ &4 #-H- 8 @B =

Welcome, weblogic ‘ Connected to: OBDX172

OQuDAuthenticator

assertion provider:
© Set the JAAS control flag
» Configure the Passwrd Valdation provider

* Manage security providers

System Status =]

. Click on Save Button.
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AuthenticatorBook - 0BDX172.. X =+

€ mum00agqk:7001
[ Table ) Form (& Image [T

m %

[ Search wBe ¥4 4 - H- & B

. "
ORACLE  Webtogic Server snisrtoncarcot ¢ B o
Pr—— @ Home Log Out Preferences [a] Record Help ‘ Welcome, w:bhgic‘cunnededm 0BDX172
e S Home »myresim »Providers » DefaubAuthenticstor >Providers >myresim yRes <sim »Providers >OUDAuthenticator
Messages
Pending thanges exist, They must be activated
to toke effect. & Settings updated successfully.
« Activate Changes Settings for OUDAuthenticator
Undo Al Changes 2 son | Performance
Domain Structure Common | Provider Specic
X172 —
-Domain Fartitons Lsave |
Ei-Environment
--gem_wmems “This page displays basic information about this Planet Authentication provider, You can also use ths page to set the JAAS Control Flag to control how this provider i used in the login sequence.
Services
~Seaurity Realms
EkInteroperabilty 4 Name: OUDAuthenticator The name of this Planet Authentication provider. More Info.
-Diagnostics
) i Provider that performs LDAP A short description of this Planet Authentication provider.  More Info...
4] Version: 10 The version number of this Planet Authentication provider.  More Info,
45 Control Flag: SUFFICIENT Specifies how this Planst Authentication provider fits nto the login sequence.  More
How do L. g fnfa...
« Configure authentication and identity save
assertion providers I
« set the JAAS control flag

« Configure the Password Validation provider

* Manage security providers

System Status

o Now under Provider Specific tab set the details of LDAP where the server should point. Refer to the
following table for more information:

Property Value

Host This is the LDAP Server (OUD) Hostname

Port This is the LDAP Server (OUD) Port. E.g. 1389

Principal This is the Administrator Account name. E.qg.
cn=orcladmin

Credential This is the Administrator Account password.

Confirm Credential Confirm the Administrator Account password.

UserBase DN This is the OUD user search base

For e.g.: cn=Users, dc=in,dc=oracle,dc=com

GroupBase DN This is the OUD group search base
For e.g.: cn=Groups, dc=in,dc=oracle,dc=com
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AuthenticatorBook - OBDX172.. X | +

€ mum00agk:

[ Table Tg) Form [&] Image

+ Actvate Changes

Undo All Changes

Domain Structure
DX172

-Domain Partitions
BH-Environment

--Security Realms
B-Interoperabiity
-Diagnostics

Howdo L a

« Configure authentication and identity
assertion providers

« Manage seq

providers

System Status a
Health of Running Servers as of 1:16 PM

| Failed (0)

| Critical (0)
Overloaded (1)

[ Warning (0)

I o

AuthenticatorBook - OBDX172.. X | +

€ mum00aqk:7001
[ Table Ig) Form [&F] Image

Structure @ Link ] Color Contrast

Structure @2 Link ] Color Contrast 13 Linearise

Configuration | Performance

Cammon | Provider Specific

save

Use this page to define the provider specific configuration for this iPlanet Authentication provider.

Connection

Host:

Port:

cipal:

Credential:

Confirm Credentiak

[ 55LEnabled

Users

User Base Dit:

4E] AllUsers Filter:

5] User From Name Filter:

Options ) Off

4] User ame Attribute:

&) user Object Class:
[] Use Retrieved User Name as Principal

Groups

Group Base Dii:

&) All Groups Filter:

&) Group From Name Filter:

Group Search Scope:

Group Membership Searching:

Max Group Membership Search Level:

[l 1gnore Duplicate Membership

Static Groups

numi0aon.in.oracle.com

1389

cn=orcladmin

n,dc=oracle,dc=com

(8{uid=2%u){objectclass:

uid

person

de=in,dc=oracle,dc=com

(I(ager

900)(objectclast

subtree |~

unlimited |~

Configuration for OUD/OAM

- x
w8 & & 4 - H- g B =

The host name or IP address of the LDAP server,  More Info. ..

The port number on which the LDAP server i istening.  More Info...

‘The Distinguished Name (DN of the LDAP user that
connect to the LDAP server.  More Info.

WebLogic Server should use to

The credential usualy a password) used to comnect fo the LDAP server. More
Info...

Specifies whether the S5L protocol should be used when connecting to the LDAP
server. More Info

The base distinguished name (DN) of the tree in the LDAP directory that contains
users.  More Info...

If the attribute (user object dass) is not specified (that s, if the attribute is null or
empty), a default search filter is created based on the ser schema.  More Info,

If the atirbute (user name atirbute and user object dass) is not specified (thatis,

if the attribute is null or empty), a default search filter is ceated based on the user

6:50 PM

A~ m g B

711972017

wB & & 4 - H- & B

The atribute of an LDAP user object that speciies the name of the user.  More
Info...

The LDAP object dass that stores users.  More Info...

Spedifies whether or not the user name retrieved from the LDAP server should be
used as the Prindpal in the Subject. More Info. .,

The base distinguished name (DN) of the tree in the LDAP directory that contains
groups.  More Info...

An LDAP search fiter for finding all groups benesth the base group distinguished
name (DN). IF the atiribute is not specified (that s, i the attribute s null or empty),
& defauit search fiter s created based on the Group schema,  More Info...

An LDAP search fiter for finding a group given the name of the graup. If the
attribute i not specfied (thatis, if the attrbute i nul or empty), a defauit search
flteris created based on the group schema.  More Info...

Specifies how deep in the LDAP directory tree to search for groups. Vaid values are
subtree andonelevel, - More Info...

Spedifies whether aroup searches into nested aroups are unlimited, imited or off.
lid values are unlimited,imited and off. More I

Specifies how many levels of roup membership can be searched. This setting is
salid oniy if GroupMembershipSearching i set toimited, Valid values are 0 and
positve integers. For example, 0 indicates only direct group memberships will be
found, and  positive number indicates the number of levels to search. ~ More Info

Determines whether duplicate members are ignored nhen adding groups. The
attribute cydes in the Group membership.  More Inf

e Click on Save to update the changes.

o Navigate Back to Security Realms > myrealm > Providers
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[ Settings for myrealm

x

< C | ® mum00chg

ORACLE WeblLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences

Record Help

o

B e AR e Hams »Summary of Enviranment »Summary of Servers > Summary of Sacurity Resl

myresim Brovidars > OUDAUthenticstor ~Providers
Pending changes exist. They must be activated ‘Settings for myrealm
to take effect.
Configuration | Users and Groups | Roles and Pelicies | Credential Mappings | Providers | Migration
& Actvate Changes

Undo All Changes Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certfication Path

Domain Structure i Asnenation reider s Weblogi Snverfo bl st o ahéatng  usr You must nave e Authentation provider nasecuy ream,and you cn o mufle Authentcation proviers
BOX_INS_TESTL 2 securty realm. Diferent types of Authentication providers are designed o access diferent data stores, such 25 LDAP servers or DENS.
~Domain Partitions

-Environment
~-Deployments. P Customize this table
“senvices ki
. Authentication Providers
Security Realms

Interoperabilty

New| [Delete | || Reonder

Diagnostcs | New | Showing 1to 4 of 4 Pravious | Next
Name Description Version
OBDXIWT OBDX JWT Identity Asserter Provider 1o
DefaultAuthenticator WeblLogic Authentication Provider 1o
DefaultidentityAsserter WeblLogic Identity Assertion provider o
Howdel = OUDAuthenticator Provider that performs LDAP authentication 10
= Configure authentication and identity

New| [Delete | | | Reorder Shawing 1t0 4 of 4 Previous | Next
assertion providers

« Configure the Password Validation provider

= Manage security providers
« St the JAAS control flag

« Re-order authentication providers

System Status =

Health of Running Servers 25 of 10:03 AM

. Now, click on New and enter the below details and click Save.
Name : OAMIdentityAsserter
Type : OAMIdentityAsserter

Create 2 New Authentication .. X | 4

€ mum00agk:7001/console/console.portal?_nfpb
[ Table %) Form (&) Imag. structure @ Link {8 Color Contrast .14 Linearise 3 Options € Off
ORACLE' webLogic Server Administration Console 12¢

rue®_pageLabel=Se

rsCreateAtn @

Change Center & Home LogOut Preferences

ecord b |

View changes and restarts s > Summary of >OuDAu

Pending changes exist. They must be activated Create a New Authentication Provider
to take effect.
ok | || cancel
+# Activate Changes ==

Uindo All Changes Create a new Authentication Provider

The folloning propertes wil be used o identify your nen Authentication Provider.

Domain Structure = Indicates required fizids

DX172
-Domain Partitions
The name of the authentication provider,

* Name:

OAMIdentityAsserter
Do This s the type of authentication pravider you wish to create.
Type: OAMIdentityAsserter v

Cancel

Howdo L. =]

+ Manage seaurity providers

* Canfigure authentication and identity
assertion providers

System Status a8

Health of Running Servers 25 of 1:23PM

[ Failed (0)

. Click on OK Button.
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[ Settings for myrealm - C %

< C | ® mum00chg:s

ORACLE' webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences Record Help

Welcome, wehlngi(‘ Connected to: OBDX_INS_TEST1
Home >Summary of Enviranment >Summary of Sarvers > Summary of Sacurty Realms >myreim >Providers >OUDAUthericator >Providers >OUDAUthenticator >Providers
Messages

View changes and restarts

Pending changes exist. They must be activated

to take effect. @ Rearder operation caneelied - the Authentication Providers have not been reordered.
Aclivate Ch

o heiivats Chanags Settings for myrealm

Undo All Changes
Configuration | Users and Groups | Roles and Policies || Credential Mappings | Providers | Migration
Dol tion | Password Validation | Authorization | Adjudication | Role Mapping | Auditing || Credential Mapping | Certification Path
BDX_INS_TEST1
~Domain Partitions
- Environment An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
~-Deployments a security realm. Different types of Authentication providers are designed to access diferent data stores, such as LDAP servers or DEM:
“Services
Securty Realms
Interoperability P Customize this table
~Diagnostics
gnestc Authentication Providers
New | | Delete | || Reorder Showing 1105 of 5 Previous | Next
Name Description Version
OBDYIWT OBDX JWT Identity Asserter Provider 10
Howdo ... a8 DefaultAuthenticator WebLogic Authentication Provider 10
« Configure authentication and identity DefauldentityAsserter WebLogic Identity Assertion provider 10
assertion providers
QUBAuthenticator Provider that performs LDAP authentication 10
« Configure the Passwerd Validation pravider
o Manage security providers OAMIgentitysserter Oracle Access Manager 1dantty Asserter 10
« Set the JAAS control flag New | |Delete | || Reorder Showing 1to 5 of 5 Previous | Next
« Re-order authentication providers
System Status a8

Health of Running Servers 5 of 10:14 AM

344 PM
D& ooy M

. Click on Reorder Button.

[ Reorder Authentication = X

<« C | ® mum00ch

almAuthentication?

ORACLE webLogic Server Administration Console 12¢

Change Center @) Home LogOut Preferences

Record Help Q

Welcome, weblog <‘ Connected to: OBDX_INS_TEST1
- myresien »Providers > OUDAUhentcator >Prouiders >OUDAUthanEcatar ~Providars

e A TS Hams > Summary of Envirenment =Sum

ry of Servers > Summs

F Sacuriy Resim:

tion Providers

Pending changes exist. They must be activated | | Reorder Authenti
ke effect.

to tal
= 7 Y — L0K] | iCancat]
Undo All Changes Reorder - roviders
You can reorder your Authentication Providers using the list below. By reardering Authentication Providers, you can alter the authentication sequence.
Domain Structure

BDX_INS_TEST1

~Domain Partitions
H-Environment ] Authentication Providers:
eployments Available:

Services OUDAuthenticator

Select authenticator(s) in the

and use arows to move them up and down in the lst

~Security Realms OAMIdentityAsserter _
nteroperability OBDXIWT -
“Diagnestics DefaultAuthenticator -
DefaultIdentityAsserter .
=4

HowdolL. a) | oK |(Gancel]

« Re-order authentication providers
- Setthe JAAS control flag

System Status a

Health of Running Servers as of 10:15 AM

[ Faled(D)
[ crtieal (0)
[ overloaded (0)
[ waming(®

Reorder the providers so that LDAP Provider (OUDAuthenticator) gets highest priority followed by
OAMIdentityAsserter, OBDXJWT, DefaultAuthenticator, DefaultldentityAsserter.
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http://mum00blf.in.oracle.com:7001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration&_pageLabel=DispatcherPage&DispatcherPortletinterfaceClassName=weblogic.security.providers.authentication.DefaultIdentityAsserterMBean&DispatcherPortlethandle=com.bea.console.handles.SecurityMBeanHandle%2528%2522Security%253AName%253DmyrealmDefaultIdentityAsserter%253Bweblogic.security.providers.authentication.DefaultIdentityAsserterMBean%2522%2529&DispatcherPortletproviderType=AuthenticationProvider

[ Reorder Authentication = X

< C | ® mum00chq:3001/

Configuration for OUD/OAM

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect

4 Activate Changes
Undo All Changes

Domain Structure

BDX_INS_TESTL
~Domain Partitions

Security Realms
Interoperability

~Diagnostics

Howdo L. a
« Re-order authentication providers

« Setthe JaAs contrl flag

System Status ]

Health of Running Servers as of 10:15 AW

[ Failed(0)
[ cical(o)

[ overloaded(0)
I warning (3

@ Home Log Out Preferences [@d] Record Help

Home »Summary of Envirnment >Summary of Servers >Summary of

curity Realms >myreaim =Providers ¢

Authenticator >Providers >OUDAthenticator »Providers
Reorder Authentication Providers

oK | || cancel
Reorder Authentication Providers

You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.

Select authenticator(s) in the list and use arrowrs to move them up and down in the list

4] Authentication Providers:

Available:
OUDAuthenticator
OAMIdentityAsserter
OBDXIWT N
DefaultAuthenticator -
DefaultldentityAsserter

Cancel

Welcome, weblogs

et

° Click on OK Button.

[} Settings for myrealm - C X

<« C | ® mumoocha;

nsole.portal?_nfpb

imauthenti

ORACLE WebLogic Server Administration Console 12¢

(Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

« Activate Changes

Undo All Changes

Domain Structure
BDX_INS_TEST1
~Domain Parti

Security Realms
Interoperability
“Diagnestics

How do L.. =]

= Configure authentication and identity
assertion providers

Canfigure the Password Validation provider
Manage security providers
Set the 84S control flag

@ Home Log Out Preferences [@] Record Help

Home > Summary of Environment >Summary of Servers >Summary of

curity Reslms

or »Providers >0UDAuthenticatar >Providers
Settings for myrealm

Canfiguration | Users and Groups | Roles and Policies | Credential Mappings

Providers | Migration

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certfication Path

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in

a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers o

| Customize this table
Authentication Providers

New | [Delele | || Reorder

5PM

12/2018 >

Welcome, webloy <| Connected to: OBDX_INS_TEST1

Showing 1105 of 5 Previous | Next
Name Description Version
QUDAuthenticator Provider that performs LDAP authentication 10
OAMIdentityAsserter Oracle Access Manager Identity Asserter 10
OBDXIWT OBDX JWT Identity Asserter Provider 10
Defauftauthenticator WwebLogic Authentication Provider 10
Defaultidentity hsserter WebLogic Identity Assertion provider 10

Mew| [Dslets | || Reorder

Showing 110 5 of 5 Previous | Next

Re-order authentication providers

System Status =]

Health of Running Servers as of 10:15 AM

° Set the OAuth URL for OBDXIJWT
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Settings for OBDXIWT
Configuration

Common | Provider Specific

Save

This page allows you to cenfigure additional attributes for this security provider.

OAuth URL: http://mum00aon.in.oracle.cc
SSLEnabled

Save

Sample OAuth URL: http://<hosthname>:<port>/oauth2/rest/token/info (hostname and port should be
replaced with OAM Server setup).

e  Click on Activate Changes to apply the changes.

[ Settings for myrealm - C X

& C | ® mum00chg:9

ORACLE WebLoge sever ammsrn corso 122 s o

@ Home Log Out Preferences [@] Record Help Q Welcome, w:hlngl(‘ Connected to: OBDX_INS_TEST1

Change Center
alm = Providers =OUDAUthenticator »Providers »OUDAUthenticstar »Providers

e e e Home » Summary of Environment = Summary of Servers »Summary of Security Real

Pending changes exist. They must be activated |  Settings for myrealm
to take effect.

o Activate Changes

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Undo All Changes Authentication | Password Validation | Authorization | Adjudication | Rele Mapping | Auditing | Credential Mapping | Certification Path

Domain Structure An Authentication provider allows WebLagic Server to establish trust by validating 2 user, Yu must have one Authentication provider in  securlty realm, and you can corfigure muliple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

| Customize this table

Authentication Providers

T-Interoperability New | [Delete | || Reorder Showing 1to 5 of 5 Previous | Next
“Diagnostics =
Name Description Version
OUDAuthentcator Provider that performs LDA® authentication 10
OAMIdenttyAsserter Oracle Access Manager 1dentity Asserter 10
OBDXIWT OBDX IWT Identity Asserter Provider 10
How do L.. =) DefaultAuthenticator WebLogic Authentication Provider 10
+ Configure authentication and identity Defaultidentityasserter WebLogic 1dentity Assertion provider 10

assertion providers

New | |Delete | || Reorder Showing 1to 5 of 5 Previous | Next

« Configure the Password Validation provider

» Manage security providers
« Set the JAAS control flag
« Re-order authentication providers

System Status =]

Health of Running Servers as of 10:15 AM

e Now go to the <DOMAIN_PATH>/<DOMAIN_NAME>/config/fmwconfig/
e  Open jps-config.xml
Replace the line: <servicelnstanceRef ref="idstore.custom"/>

With <servicelnstanceRef ref="idstore.ldap"/>
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f =
f =
f =
f =
f =
f =
f =
f =

¢  Now Shutdown the Admin server.
¢ Now, again start the Admin Server using the command,
<DOMAIN_PATH>/<DOMAIN_NAME>/bin/startWeblogic.sh

» Run the following script into OBDX Schema:

update DIGX_FW_CONFIG_ALL_B set prop_value =
'ipm1.0,0RACLEBI12.2.1.2,GENERIC1.0,0AM122130,0UD1.0' where prop_id ='01' and category_id =
‘extxfaceadapterconfig’;
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commit;

e Restart Managed Server

Verification

Configuration for OUD/OAM

Post Admin and Managed Servers restart, login into Admin Console and browse to Security Realms >

myrealm > Users and Groups.

Under Users tab additional LDAP users would be populated and additional LDAP groups can be seen

under Groups tab.

[ Settings for myrealm - C %

< C | ® mum00bzt3001 fconsole/console.portal?_nfpb=trued_pagelabel=

ORACLE webLogic Server Administration Console 12¢

@ Home Log Out Preferences

Change Center ord Help

e S . Home >Summary of Securty Realms >myreaim >Providers >Users and Groups

Click the Lock & Edit button to modify, add or
delete items in this domain.

Settings for myrealm

Configuratien | Users and Groups | Roles and Policies
Lock & Edit

Release Configuration Users | Groups

Domain Structure

BDX_INS_TEST
-Domain Partitions

B1-Environment vieving or managing its users through the WebLogic console.
- Deployments _
enices P Customize this table

~Security Realms
Interoperability
-Diagnostics

Users (Filtered - More Columns Exist)

Credential Mappings

This page displays information about each user that has been configured in this security realm.

Some results are not displayed because there are too many matches. Please customize this table to specify more specific criteria. Note: The authentication provider named OAMIdentityasserter does not support

ealmUserManagementTabPage&handle=com.bea.console. handles.SecurityMBeanHand|e%28" Security%3AName%3Dr ¥ | @ &

Welcome, weblog c‘ Connected to: OBDX_INS_TEST

Providers | Migration

[New] [Delete Showing 1to 10 of 1000 Previous | Next
Name &% Description Provider
000800 oun
000801 oun
1207payday1@o.com oun

How do I... ] 1207payday2@o.com oup

« Manage users and groups 1207payday3@o.com oun

« Creste users 1207savings1@ro.com oun

* Madfy users 12jun.d1@ora.com oun

« Delete users 12jun.d2@ora.com oun
12jun.d3@ora.com oun

System Status El P o

Health of Running Servers as of 3:34 PM prmp—

[ Fakd()
Critical ()

Showing 1 to 10 of 1000 Previous | Next

[ Settings for myrealm

<&

x

ORACLE' WebLogic Server Administration Console 12¢

@ Home Log Out Preferences

Change Center

e S S Home >Summary of Security Realms >myreaim >Providers >Users and Groups

Click the Lock & Edit butten to modify, add or ‘Settings for myrealm
delete items in this domain.
Configuration | Users and Groups | Roles and Policies
Lock & Edit

Release Configuration Users | Groups

Domain Structure

BOX_INS_TEST

-Domain Partitions Note: The authentication provider named OAMIdentityAsserter does not support

H-Environment
b Customize this table

~-Deployments

C | ® mumbObztS001 fconsole/console.portal?_nfpb=truedl pageLabel=RealmUserManagementGroupTabPage&thandle=com bea.console. handles.SecurityMBeanHandle%28" Security%3AName ¥ | B i

ord Help Q
Credential Mappings

This page displays information about each group that has been configured in this security realm.

Welcome, lv:hlnglc‘ Connected to: OBDX_INS_TEST

Providers | Migration

wing or managing its groups through the WebLogic console.

Groups
New| [ Delete Showing 1to 10 of 22 Previous | Next
-Diagnostics

Name & Description Provider

AdminChannelUsers AdminChannelUisers can access the admin channel. Defaultauthenticator

AdminChecker oup

ouw

—r a Administrators oup

Administrators
« Manage users and groups

Administrators can view and modify all resource atiributes and start and stop servers.

DefaultAuthenticator

AdminMaker ouD
« Crecte grovps
» Modify groups AppTesters AppTesters group DefaultAuthenticator
= Delete groups AuthAdmin ouD
Checker ouD
System Status a CorporateAdminChecker ouD

Health of Running Servers as of 3:55 PM

Failed (0)

New | |Delete

Showing 1 to 10 of 22 Previous | Next

Crtical (0)
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12. Multi Entity

To add entity to existing OBDX with supported host system follow below steps.

e Add entity through OBDX Web application, using

= User Manual Oracle Banking Digital Experience System Configuration User Manual
e  Running OBDX installer

Ensure that Managed server should be down and Admin server should be running state.

Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH
variable before proceeding.

Login with OS user which was used to perform OBDX software installation (or has ownership on
Oracle Weblogic home directory)

Ensure OBDX installation details (OBDX DB; WLS etc) are maintained in installer.properties and user
running the installer has read-write permissions.

e  From your terminal navigate to <OBDX INSTALLER DIR>
e  Enter the following command

python runinstaller.py

Select installation type as ‘New Entity Creation’

&P @obdbanlsy/scratch/OPSFE/upload

oOracle Banking Digital Experience

Installer v18.2.0.0.0

Below screen will appear after selecting add entity

Installation Guide 91



Multi Entity

Oracle Banking Digital Experience

Enter below information:

e  Entity code which has been added from screen

e OBDX schema password

If an entity code belongs to UBS host following screen will appear:

#P @obdiwls/scratch/OPSFE/upload x

Oracle Banking Digital Exp:
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P @obdwls/scratch/OPSFE/upload

Oracle Banking Digital Experience
Installer vi8.

Enter below details:
. Hostname of the UBS database host server
° Port of the UBS database host server

° UBS Host database Service Name

e Oracle directory name in which you want the database datafile (dbf) to be created. Enter only the
name NOT the path.

e  Username with 'sys' privileges
e  SYS privilege user password where UBS schema would be created

¢  Weblogic console administrator user password

£ @obawls:/scrateh/OPSFE/upload

Oracle Banking Digital Experience
Installer v1%.2.
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Enter below details:

EXISTING UBS Host schema name

Password for EXISTING UBS schema

Complete EHMS (HostInterface) schema name you want installer to create as new schema
Password for New UBS schema

Country Code of entity branch

Installation Status in case of UBS

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

2P @cbdwlsifscratch/OPSF

load
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Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be performed
for UBS additional entity (sub-section : Oracle FLEXCUBE Universal Banking (OBDX with UBS)).

If an entity code belongs to Third-party host following screen will appear:

Other steps should be followed from < > installation document

If an entity code belongs to Oracle Banking Platform host following screen will appear:

No additional steps/ configuration are required.

If an entity code belongs to Oracle Financial Services Lending and Leasing host following screen
will appear:

No additional steps/ configuration are required.

If an entity code belongs to Oracle FLEXCUBE Core Banking host following screen will appear:
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Enter below details:

° Hostname of the FCORE database host server
. Port of the FCORE database host server
. FCORE Host database Service Name

e  Oracle directory name in which you want the database datafile (dbf) to be created. Enter only the
name NOT the path.

e Username with 'sys' privileges
e  SYS privilege user password where FCORE schema would be created

e  Weblogic console administrator user password

[ ———— - o x
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Enter below details:

e EXISTING FCORE HOST schema name

e EXISTING FCORE FCUBS schema name

e Complete EHMS (HostInterface) schema name you want installer to create as new schema

. Password for New EHMS schema

Installation status for FCORE Add entity

After entering all required detalils, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

[#e

No additional steps/ configuration are required.

If an entity code belongs to Oracle FLEXCUBE Universal Banking with Oracle Banking Payments
host following screen will appear:
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& Gobdrwis/scratch/OPSFE/uplosd o x

Enter below details:

e Hostname of the OBPM database host server
e Port of the OBPM database host server

e  OBPM host database Service Name

e Oracle directory name in which you want the database datafile (dbf) to be created. Enter only the
name NOT the path.

e Username with 'sys' privileges
e  SYS privilege user password where OBPM schema would be created

¢  Weblogic console administrator user password

&P Qobdmwis/scratch/OPSFE/ upload - o ®

Oracle Banking Digital Experience
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Enter below details:

e EXISTING OBPM HOST schema name

e EXISTING OBPM HOST password

e Complete EHMS (HostInterface) schema name you want installer to create as new schema
e Password for New EHMS schema

e  Enter Country code for Additional entity

Installation status for OBPM Add entity

After entering all required detalils, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

Pe tehv OPSFE/upload - o X

Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be performed
for OBPM additional entity (sub-section: Oracle FLEXCUBE Universal Banking with Oracle Banking
Payments (OBDX with OBPM)).
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13. Multi-entity installation using Silent Mode

This chapter describes how to run the OBDX installer for add entity in silent mode.

Ensure that Managed server should be down and Admin server should be running.

Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH
variable before proceeding.

Login with OS user which was used to perform OBDX software installation (or has ownership on
Oracle Weblogic home directory)

Steps for Silent-Mode Installation

. Set the environment variables, as shown below.

i
w
)

=]

=

Installation Guide 100



Below parameters should be set in environment variables

Multi-entity installation using Silent Mode

Parameter Description Example
Entity_Code Entity code | export Entity_Code=OBDX_BU7
which has
been
entered
Environmen from screen
t variables SCHEMA_PASS Password export
to set for for existing SCHEMA_PASS=devops#obdx182
flavor: OBDX
schema
FCORE ENTITY_EHMS_DATABAS | Hostname export
E_HOSTNAME of the ENTITY_EHMS_DATABASE_HOSTNA
uBS EHMS ME=mumaa0l12.in.oracle.com
(14.0.0.0.0 HOST
and database
12.4.0.0.0 host server
release) ENTITY_EHMS_DATABAS | Portof the | export
OBPM E_PORT EHMS ENTITY_EHMS_DATABASE_PORT=1
HOST 521
database
host server
ENTITY_EHMS_DATABAS | EHMS Host | export
E_SID database ENTITY_EHMS DATABASE_SID=obd
Service xdb.in.oracle.com
Name
ENTITY_EHMS DBA DIR | 4 o export
ECTORY_NAME Directory | ENTITY_EHMS_DBA_DIRECTORY_N
name in | AME=TBS_DIR
which  you
want the
EHMS
(HostInterfa
ce) schema
datafile
(dbf).
Enter only
the name
and NOT
the path
ENTITY_EHMS_DATABAS | Username export
E_SYS USER with 'sys' ENTITY_EHMS_DATABASE_SYS_US
privileges ER=sys
ENTITY_EHMS_DATABAS | Password export
E_SYS_PASS for EHMS ENTITY_EHMS_DATABASE_SYS_ PA
Sys user SS=devops@sys
ENTITY_EHMS SCHEMA_ | Complete export
NAME EHMS ENTITY_EHMS_SCHEMA_NAME=0B
(HostIinterfa | DXEHMS
ce) schema
name you
want
installer to
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create as
new
schema.
ENTITY_EHMS_SCHEMA_ | Password export
PASS for new ENTITY_EHMS_SCHEMA_PASS=dev
EHMS ops#ehms
schema on
EHMS
HOST
database
ENTITY_EHMS_HOST_SC | EXISTING export
HEMA_NAME EHMS Host | ENTITY_EHMS_HOST_SCHEMA_NA
schema ME=EHMSHOST
name
ENTITY_EHMS_HOST_SC | Password of | export
HEMA_NAME_PASS existing ENTITY_EHMS_HOST_SCHEMA_NA
HOST ME_PASS=ehmshst
**This parameter is only EHMS
required for UBS & OBPM | schema
Host (Existing)
WLS_DOMAIN_PASS Password export
for Weblogic | WLS_DOMAIN_PASS=weblogic182
admin
console
ENTITY_EHMS_CCY Country export ENTITY_EHMS_CCY=GB
Code for
**This parameter is only new or
required for UBS & OBPM | additional
Host entity home
branch
ENTITY_EHMS_FCORE_F | FCORE- export
CUBS_SCHEMA_NAME FCUBS ENTITY_EHMS_FCORE_FCUBS_SCH
HOST EMA_NAME=FCRUBSHOST
**This parameter is only schema
required for FCORE name
Entity_Code Entity code | export Entity_ Code=OBDX_ BU1
Environmen which has
t variables been
to set for entered
flavor: from screen
SCHEMA_PASS Password export SCHEMA_PASS=welcomel
OBDX for existing
(Third-party OBDX
HOST) schema
OFSLL
OBP
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e Run the runinstaller.py file with ‘--silent’ argument along with ‘--addEntity’

e
I
I
I
e
N

G|

=

Installation _Status in_case of Oracle FLEXCUBE Core Banking, Oracle FLEXCUBE Universal
Banking, Oracle FLEXCUBE Universal Banking with Oracle Banking Payments

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

When the installation completes, the below message is displayed
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Post successful installation refer to “Section 8: Post Installation steps” for manual steps to be performed
for

e UBS additional entity (sub-section : Oracle FLEXCUBE Universal Banking Solution (OBDX with
UBS))

e OBPM additional entity (sub-section: Oracle FLEXCUBE Universal Banking with Oracle Banking
Payments (OBDX with OBPM))

Installation Status in case of other hosts as Add Entity

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

e  THP(third party as entity) & FLL

Home
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14. OBDX Product Security

Refer below document for OBDX product security configuration

Oracle Banking Digital Experience Security Guide

Home
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15.

Troubleshoot Overview

Troubleshoot Overview

This section describes how to troubleshoot OBDX setup.

Invalid database password

This topic contains troubleshooting information if you receive an error when attempting to connect to the
database server.

If you get the following error:

Oracle Banking Digital Experience

Try one of the following:

e  Verify that the database is running.

e  Check Network connectivity between Weblogic Server and Database server.
¢  Check the database configuration in installer.properties file

o  Verify that the entered password is correct.

cx_oracle module

This topic contains troubleshooting information about problems with cx_Oracle python module.

If you get the following error:

Execute the below command:
export LD_LIBRARY_PATH=/usr/lib/oracle/12.2/client64/lib:$LD_LIBRARY_PATH
python

import cx_Orace

cx_Oracle.__version__
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Failed Database Scripts

This topic contains troubleshooting information in case of database script failures.

If you get the following error in DB_installation.log:

Check the detailed log of the failed SQL file at <OBDX INSTALLER
DIR>/Execlnstances/<DDMonthHHMM> /logs/db folder.

Failure of Policy Seeding

This topic contains troubleshooting information if policy seeding fails during installation.

If you get the following error:
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Try one of the following:

Check if Entitlement.log is created on following path <OBDX INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/ and contains any SEVERE errors for Entitlement
policy seeding.

Check if Task.log is created on following path <OBDX INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/ and contains any SEVERE errors for Task policy
seeding.

e Check the seedPolicies.log in <OBDX INSTALLER
DIR>/ExeclInstances/<DDMonthHHMM>/logs/db/ directory if itcontains any runtime errors generated
during execution of the policies Seeding in OBDX schema

Fix the problem by following below steps:
e Login to OBDX installer server
e Browse to <OBDX INSTALLER DIR>\ installables\policies

e Edit Entitlement_log4j.properties & Task_log4j.properties . Replace <logs_path> with directory
where policy seeding logs will be generated

e.g

e e T T T T R Ty T T Ty T Ty Py T TR TN TR TR PR Ty TR TR TRy T )

# default file output is in user's home directory.
B e e

java.util.logging.FileHandler.pattern = <logs_path>/Task.log
java.util.logging.FileHandler.limit = 50800
Jjava.util.logging.FileHandler.count = 1

#java.util. logging.FileHandler.formatter = java.util.logging.X¥MLFormatter
java.util.logging.FileHandler.formatter = java.util.logging.SimpleFormatter
java.util.logging.SimpleFormatter. format= [#%1%tc] %4%s: %2%s - %5%s %6$s¥n

# Limit the message that are printed on the console to INFO and above.
java.util.logging.ConsoleHandler.level = OFF
java.util.logging.ConsoleHandler. formatter = java.util.logging.SimpleFormatter

R R

# default file output is in user's home directory.
#java.util.logging.FileHandler.pattern = %h/java%u.log
java.util.logging.FileHandler.pattern = /scratch/Task.log
java.util.logging.FileHandler.limit = 58000
Java.UTil.logging.rllefdahdler.colnt = 1
#java.util.logging.FileHandler.formatter = java.util.logging.XMLFormatter
java.util.logging.FileHandler.formatter = java.util.logging.SimpleFormatter
java.util.logging.SimpleFormatter.format= [#1%tc] #4%s: %2%s - %595 %6$s¥kn
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e  Run below command manually if “SEVERE” error logs are found in Task.log

java -jar -Djava.util.logging.config.file="<logs.properties>" com.ofss.digx.utils.feed.data.task.jar "Task.csv"
"INS-oracle.jdbc.OracleDriver,<OBDX Schema name>,<OBDX Schema
password>,jdbc:oracle:thin:@<OBDX DB hostname or IP>:<OBDX DB listener port>/<OBDX Service
Name>"

for e.g.:

java -jar -Djava.util.logging.config.file="Task_log4j.properties’ com.ofss.digx.utils.feed.data.task.jar
‘Task.csv’ "INS-
oracle.jdbc.OracleDriver,OBDX_THP181,Welcome#1,jdbc:oracle:thin:@10.44.169.255:1521/0OBDX"

e  Run below command manually if “SEVERE” error logs are found in Entitlement.log

java -jar -Djava.util.logging.config.file="<logs.properties>" com.ofss.digx.utils.entittiement.feed.data.jar
‘Resources.csv,Entitlement.csv,Day0Policy.csv’ 'OBDX' "INS-oracle.jdbc.OracleDriver,<OBDX Schema
name>,<OBDX Schema password>,jdbc:oracle:thin:@<OBDX DB hosthame or IP>:<OBDX DB listener
port>/<OBDX Service Name>"

for e.qg.:

java -jar -Djava.util.logging.config.file='"Entitlement_log4j.properties’
com.ofss.digx.utils.entittement.feed.data.jar “Resources.csv,Entitlement.csv,DayOPolicy.csv’ ‘OBDX’
"INS-
oracle.jdbc.OracleDriver,OBDX_THP181,Welcome#1,jdbc:oracle:thin:@10.44.169.255:1521/0OBDX"

e  Post successfully execution, restart Managed server.

Home
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